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MunucrepcTBo 00pa3oBaHusi MOCKOBCKON 00J1aCTH TOCYAapCTBEHHOE
OromKeTHOE MpoeccuoHabHOE 00pPa30BaTEIbHOE YUPEKICHNE
Mockosckoit oonactu "KpacHoropckuii kosiemk"

PABOYAS [TPOITPAMMA ITPOOECCHUOHAJIBHOI'O MOAVJIA
[IM.01 DxcmmyaTarisi aBTOMaTU3MPOBAHHBIX (MH(GOPMAITMOHHBIX) CUCTEM B
3aIUIEHHOM UCIIOJHEHUU

r. Kpacnoropck, 2024 r.



Pabouas nporpamma npogeccuoHanabHOro MoayJssl paspaboTaHa Ha ocHOBe DenepaibHOTO
roCyJapCTBEHHOTO 00pa30BaTENbHOrO CTaHAApTa CpeaHEro MpogecCHOHAIbHOrO O00pa30BaHUS
cnenranbHocTH 10.02.05 OGecneueHne MHPOPMAIMOHHON O€30MACHOCTH aBTOMATH3MPOBAHHBIX
cucrteM, yreepxkaénaoro [Ipukazom MuHuctepcrBa odpasoBanus U Hayku Poccuiickoit denepainiu
or 09 nekabps 2016r. Ne 1553, ¢ nmomonHeHHSMH W H3MeHEeHHsIMH oT 17 nexabps 2020r.
(3apeructpupoBad MuHHcTepcTBOM foctuiiuu Poccuiickoit @eneparuun 26 nexabps 2016r. Ne
44938), IpumepHoii 00pa30BaTEIBHON MPOrpPaMMbI CPEIHEr0 MPOPECCHOHATBHOTO 00pa30BaHUs
o CHeUaTbHOCTH 10.02.05 Obecrnieuenne nH(pOpPMAIIMOHHON 0e30macHOCTH
ABTOMAaTU3WPOBAHHBIX CHCTEM, C Yyd4eroM TpeOoBaHuii @enepanbHOTO TOCYJapCTBEHHOTO
00pa3oBaTeIbHOTO CTaHJApTa CpeaHero odmero odpa3oBaHusi, (enepaiabHON 00pa3zoBaTeIbHOM
IIporpaMMbl  CpEIHEr0 O0IIero oOpa3OBaHMs, HPUMEPHBIX MpOrpaMm o00IE00pa30BaTEIbHBIX
JTUCITUTUIMH, a TaK JKe ¢ yueToM TpeOoBaHui mpodeccuonanpHoro crangapra 06.033 Crenuanuct
no 3amure HWHGOpPMANUMM B aBTOMAaTH3MPOBAHHBIX CHUCTeMaxX, yTBepkaeHHoro [Ipukazom
MunuctepcTBa Tpyaa U counanibHoM 3ammThl PO No525H ot 14.09.2022r., 3aperucTpupoBaHHOTO
nox Ne70543 ot 14.10.2022r.

Opranusanus-paspadoT4yuK:

roCyJapCTBEHHOE OroKeTHOEe MpodeccuoHalbHOE  00pa3oBaTENbHOE  YUPEKICHHE
MockoBckoi obmactu «KpacHoropckuit koimemk» (KpacHoropckuii meHTp mpodeccHOHaIbHOTO
obpa3zoBanus - KIII1O)

PACCMOTPEHA OJJOBPEHA 1 PEKOMEH/IOBAHA
Y4eOHO-MeTOANYECKUM 00bEAMHEHUEM Hayuno-Meronuueckum COBETOM

no cnenuansHoctu 10.02.05 I'BITOY MO "KpacHoropckuii kosuemx"
npotokoi Ne 35 [TpoTokon Ne 35 ot 10 ampens 2024 r.

ot «01» anpens 2024 r.
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2. CTPYKTYPA M COJIEP)KAHUE PABOYEM IIPOTPAMMEI
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4. KOHTPOJIb U OLITEHKA PE3VJIbTATOB OCBOEHUSIPABOYE
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1. OBIIAS XAPAKTEPUCTHUKA PABOYEN ITPOT'PAMMBbBI
IMPO®ECCHUOHAJIBHOI'O MOAYJIA IIM.01 SKCILIYATAIUA
ABTOMATHU3UPOBAHHBIX (MH®OPMAINMOHHbBIX) CUCTEM B 3AIMINEHHOM
NCITIOJIHEHUHN

1.1. Heab u m1anupyemMslie pe3yabTaThbl 0CBOCHUS NPOGecCHOHATBHOT0 MOAYJIA

B pesynbraTe usydeHus npoQeccuoHaIbHOI0 MOJYJs CTYJAEHT JOJKEH OCBOMTH OCHOBHOM
BUJl JIEITEIBHOCTH JKCHAyamayus asmomMamusupo8anuslx (UHGOpMayuoHuslx) cucmem 8
3aWUUEeHHOM UCNOIHeHUYU U COOTBETCTBYIONINE eMy MpodeccroHaNbHbIe U 00IIMe KOMIETEHIINH:

Ooume KoMneTeHI U

=
5
s g @opmympoBka 3HaHus, yMeHuUst
= 2 KOMIIETEeHIIM U
:
N

OK 01 BriOupats crocoObl| YMeHMsI:  paclo3HaBaTh  3aJady  WWiM  1poOdlieMy B
peleHus 3a/1a4 | Ipo(h)eCCHOHAIBHOM H/HMJIN COLMATIFHOM KOHTEKCTE; aHAIM3UPOBATh
npoecCuoHaTBbHON 3a7aqy W/WiaM TpoOJiieMy W BBIJENSTh € COCTaBHBIE YaCTH,
JIesATeIbHOCTH, OTpeNeNIATh 3Talbl PEHICHHs 3a[aul; BBUBIATH M 3(P(HEKTUBHO
MPUMEHHUTEIHHO K| MCKaTh MH(OPMAIHIO, HEOOXOMUMYIO IS PEIIeHHS 3a/1ady W/Hiin
Pa3NUYHBIM KOHTEKCTaM | IPOOJIEMEL,

COCTaBUTDH IUIAH JEHCTBHUS; ONpPEICIMTh HEOOXOAMMBIE PECypChI;
BJIQJIETh AKTyaJILHBIMUA MeTofaMH paboThl B TIpo(pecCHOHATIEHOH U
CMEXHBIX c(epax; pealn30BaTh COCTABICHHBIA IUIAH; OLCHUBATH
pe3ysbTaT 1 MOCTE/ICTBUSL CBOUX JCHCTBUIA (CAMOCTOSITENIHHO WITH C
TTOMOIITBIO HACTABHUKA).

3HaHMsI: aKTyaJIbHbIN TPOQECCUOHATIHHBIN U COMANIBHBINA KOHTCKCT, B
KOTOPOM TPUXOAUTCST paboTarh WM KT, OCHOBHBIE HCTOYHHKH
MHQOpPMAIIA M Pecypchbl Uil pelieHus 33734 W MpoOJieM B
popecCHOHATEHOM W/WITH COLMAIbHOM KOHTEKCTE.

QITOPUTMBI BBIMOJHEHUST paboT B TPO(ECCHOHAIIBHON M CMEKHBIX
00JIACTSIX; METOBI PadOTHI B TIPO(ECCHOHANBHON M CMEYKHBIX Cchepax;
CTPYKTYpY IlJlaHa [ PeIlieHus 3a/a4; MOPSAOK OLEHKH PE3yJIBTaToOB
pelteHns 3a1a4 npoecCHOHAIBHON AeSITeTbHOCTH.

OK 02 Ocy1ecTBISITH TIONCK,| YMEHHA:  ONpeAcNsaTh  3a7adyd  IOWCKa  WH(OPMAIIHK;
aQHAIM3 M HMHTEPIPETALHIO| ONPEACNIAT,  HEOOXOIMMBIE  HMCTOYHHUKA  HH(OpMAaLNM;
uH(popMmaLmy, [IJIAHUPOBATH IMIPOLECC MOMCKA; CTPYKTYPUPOBATH MOIYYaeMyIO
HEOOXOMUMON JUIst| ’HPOpMAITUIO; BBIICIATh HauOoJee 3HAYMMOE B IEpedHe
BBITIOJIHEHUS 3a1a4| MHQOPMALlMK;,  OLEHHWBAaTh  NPAKTUYECKYI0  3HAYUMOCTh
npodeccroHabHOM PE3yJIbTaTOB MOMCKA; OQOPMIIATH PE3YJIbTAThI TOUCKA.
JIeATEIBHOCTH 3HaHMsI HOMEHKJaTypa MH(GOPMAIMOHHBIX  HCTOYHHKOB

MPUMEHSAEMBIX B NMPO(PECCHOHATIBHON NESTENbHOCTH; HPHEMBI
CTpyKTypupoBanus wuH(popmanmu; ¢dopMar  ohOpPMIICHHS
PE3yJIbTaTOB MOMCKA HH(OPMAIHU

OK 03 [TmarmpoBars Y| YMEeHHUS: OINpeNessTh aKTyallbHOCTh HOPMATHBHO-TIPABOBOU
peann3oBbIBaTh JOKyMEHTallud B TPO(QECCHOHAIBHONH  JIeSTENbHOCTH;
COOCTBEHHOE BBICTPauBaTh TPAGKTOPHH MPO(ECCHOHATBHOIO U JIMYHOCTHOI'O
npodeCcCHoHaIBHOe Y| pa3BUTHS
JIMYHOCTHOE Pa3BUTHUE 3HaHMsA: CcoAep)KaHWE aKTyaJbHOW HOPMAaTWBHO-TIPABOBOM

JOKYMEHTAIlNW; COBPEMEHHasi HaydHas W TIpodeccrHoHaTbHas
TEPMHUHOJIOTHS; BO3MOXKHBIE TPACKTOPUHU MPOQeCcCHOHATBHOrO
pa3BUTHS M caMO00Opa30BaHUs




OK 04 PaboTath B KOJIIEKTHBE M| YMEHHsI: OpraHU30BBIBAaTh Pa0OTy KOJUIEKTUBA W KOMAaHJIBI;
KoMmaHge, A(QQEeKTUBHO| B3aMMOJIEHCTBOBATH C KOJUIETAMHU, PYKOBOJCTBOM, KJIMEHTAMHU
B3aMMO/IEHCTBOBATH C|3HaHMs: IICUXOJOTHs KOJUIEKTHBA; ICUXOJOIUs JIMYHOCTH;
KOJUIETaMH, OCHOBBI IPOEKTHOH JIESTETLHOCTH
PYKOBOJCTBOM,

KJIMEHTaMU

OK 05 Ocy1iecTBIISITE YCTHYIO M| YMEHMSI: M3J1araTb CBOM MBICIM HA T'OCYJapCTBEHHOM SI3BIKE;
MUCHMEHHYIO 0o(hopMIIATH JOKYMEHTHI.

KOMMYHHMKaIAI0 Ha| 3HaHMA: 0COOCHHOCTH COIMAIBHOTO U KYJIbTYPHOIO KOHTEKCTA;
rOCY/IapCTBEHHOM SA3BIKE | IIpaBUiIa 0()OPMIICHUS JOKYMEHTOB.

C y4eToM OCOOEHHOCTEH

COLIMAIBHOIO u

KYJILTYPHOTO KOHTEKCTa

OK 06 [IposiBIIATE TpakJaHCKO-| YMeHHsI:  ONKMCHIBATH  3HAYMMOCTh  CBOeH  mpodeccuu
MaTPUOTHUYECKYIO [Ipe3enToBaTh CTPYKTYpy podecCHOHAIBLHON AeITeNLHOCTH O
MO3ULIUIO, CIEUUATIBHOCTH
JIEMOHCTPUPOBATh 3HaHUsI: CYIIHOCTh TPAKIAHCKO-TIATPUOTHUECKON MO3ULIUU
oco3HaHHOe noseaeHue| O0medenoBeyeckue LEeHHOCTH IIpaBmiia moBeOeHHS B XOJe
Ha OCHOBC| BBIITOJTHEHHS TPOECCHOHATIBHON ESTEIbHOCTH
TpaIULMOHHBIX
00111eueI0BEYECKIX
LIEHHOCTEH, IPUMEHSITH
CTaHJApTHI
AHTUKOPPYILIMOHHOTO
MOBEJICHUS

OK 07 CopelicTBOBaThH Ymenusi: coOmoaaTe HOPMBI JKOJOTHUECKOW O€30MacHOCTH;
COXPaHEHHIO OIPEAEISITh HANpaBIEHUS pPecypcocOepekeHHs B paMKax
OKpy>Karolen cpensl, | TpoeCCHOHATBHON IESTETBHOCTH 110 CHEINAIbHOCTH.
pecypcocOepeskeHuto, 3HaHusI: IpaBuiia IKOJOTUIECKOW O€30MacHOCTH HPU BEACHUH
3¢ PEKTUBHO npoecCHOHANBHON — JIeATENIBHOCTH;  OCHOBHBIE  PECYpCHI,
N€iCTBOBATh B|3aJIeiiCTBOBaHHbIE B MPO(eCCHOHANBHOU NESATEIBHOCTH; IYTH
Ype3BBIYAHBIX 00eCIeYeHUsT PECYPCOCOCPeIKEHHS.

CUTYAaIHSIX

OK 08 Hcnonb3oBaTh cpeacTBa| YMeHHMsi:  HCIOJIB30BaTh  (PUBKYJIBTYPHO-0310POBHUTEIBHYIO
(U3MYECKOl  KYJNbTYpHI| ACSITENBHOCTh ISl YKPEIUIGHUS  37I0pOBbsI,  JTOCTHIKEHHS
UL COXpPaHEHHWsS  M|XU3HCHHBIX M NPOPECCHOHANBHBIX  LEJed; MPUMEHSThH
VKpeIJIeHusl 370pOBbSl B|pallMOHANIbHBIE ~ TPHEMbl  JIBUTATENBHBIX ~ (QYHKIMHA B
nporuecce pod)eCCHOHANbHON NIESTEBHOCTH; MOJIB30BATHCS CPEACTBAMH
npodeccroHaIbHON MpOQUIAKTHKY MEpPEHANPSHKEHUST XapaKTePHbIMUA JIST TAaHHOM
JIeATEeIbHOCTU 1| CIELMAJIBHOCTH
noJAepKaHue 3HaHMAA: POIb (PUBHMYUECKOM KyJIbTYphl B OOIIEKYJIBTYPHOM,
HEOOXOJUMOro  ypOBHs|MPO(ECCHOHATBHOM W COLMAIBHOM pa3BHTHH  YEJIOBEKA;
(pusuyeckon OCHOBBI 3710pOBOr0 00pa3a KH3HH; YCIOBUS POPECCHOHAIBHON
MOJIOTOBJIEHHOCTH JEeSITeIbHOCTH M 30HBI pHCKAa (DU3MYECKOTO 340pOBbS  JUIS

CIEUUAIbHOCTH; CPEACTBA NPO(PUIAKTHKHY MEPEHATPSKCHUSL.

OK 09 HNcnone3oBate YMeHnusi: IpUMEHSTH CPEACTBA MHPOPMAMOHHBIX TEXHOIOTHHA
nH(pOpMaIMOHHBIE JUIT  pemieHus Tpo(ecCHOHANBHBIX — 33/1a4;  HCIIOJIb30BATh
TEXHOJIOTHH B| COBpPEMEHHOE ITPOrpaMMHOe obecrieueHne
npodeccroHanbHOM 3HaHus: COBPEMEHHBIC cpencraa u ycTpoiicTBa
JeATeIbHOCTH nHPOPMATU3AIMHY; TOPAIOK X MPUMEHEHHS W MPOrpaMMHOE

obecniedeHne B MPOeCCHOHAIBHON IeSTEIFHOCTH.




OK 10 ITonb30BatTbes
npodeccroHaIbHON
JIOKyMEHTauuen Ha
rOCyJapCTBEHHOM "

HWHOCTPAaHHOM $3bIKax

YMenusi: mOHUMATh OONMH CMBICT YETKO IPOU3HECEHHBIX
BBICKAa3bIBAaHWI Ha HM3BECTHBIE TeMbl (MpodecCHOHaNbHBIE H
OBITOBBIC), TIOHUMATh TEKCTHI Ha 0a30BbIe MPO(pECCHOHATBHBIC
TEMBbl; YYacTBOBaTh B JHalloraXx Ha 3HAKOMble OOIIUE W
npodeccroHanbHbIe TEMBI, CTPOUTH MPOCTHIE BBHICKA3BIBAHUS O
cebe M O cBOel MPOPECCHOHATBHOW JESTEILHOCTH; KpPaTKO
00OCHOBBIBaTh M OOBSCHUTH CBOM JCUCTBHSA (TEKyIIHME U
[JJaHUPYEeMbIe); THCaTh IPOCTbIE CBA3HBIE COOOILIEHMS Ha
3HAKOMBbIE MJIM HHTEPECYIOLIHE MpodeccHoHaIbHbIC TEMBI

3HaHusi: mpaBWiia MOCTPOEHHSI TMPOCTHIX W CIOXKHBIX
Ope/UTOKEHUH Ha  TpOo(ecCHOHANbHBIE TEMBI, OCHOBHBIC
00mIeyTOTpeOUTEIHHEIE TJIAT OJTBI (6wrTOoBas u
npodeccHoHaNbHas — JIEKCHKA);  JISKCHYECKHH  MHHHMYM,
OTHOCSIIIMIACS K OIMUCAHUIO TPEIMETOB, CPEJICTB U MPOIECCOB
npoheCCUOHAIBHOM JICSATSIILHOCTH; 0COOCHHOCTH
MPOU3HOIICHUS; TPaBHJIa YTCHUS TEKCTOB MPO(eCCHOHATBHOM
HaIpaBJICHHOCTH

OK 11.

Hcnonp3oBaTh 3HaHUS IO
(huHAHCOBOM
IpPaMOTHOCTH,
IUIAaHUPOBATh
HpeIPHHUMATENBCKYIO
JeSITEIbHOCTD B
npodeccroHaIbHON

cepe.

Ymvmenus: pacCUrThIBATL I10 HpHHﬂTOﬁ MCTOAMKE OCHOBHBIC
TCXHUKO-OKOHOMHYCCKHUEC ITOKA3aTCIIN 6I/ISHGC'HJIaHa;

TOTOBUTh  TEXHUKO-)KOHOMHYECKUE  TPEUIONKEHHS  JUIs
OpraHHU3aIMy 3aKyIIOK H PEMOHTa 000pY10BaHUS;

NPUHUMATh YIIPABJICHYECKHE PECLICHNUS;

OpPraHM30BBIBATH  JIEJIOBOE  OOINEHWE C  Pa3IHMIHBIMHU
KaTeropusMH PabOTHHKOB;

MPOBOAUTH UHCTPYKTAXK COTPYAHUKOB

3HaHusi: oOIME TIONOKEHUS  OKOHOMHYECKOH  TECOpHH,

MapKeTHHra 1 MEHEHKMEHTa;

OCHOBHBIE 3JIEMEHTHl M TEXHHUKO-’KOHOMHYECKHE IOKa3aTelH
pa3paboTku Ou3Hec-TuilaHa B 00JAacTH  WH(POPMAIMOHHON
0e30MacHOCTH;

CYIIHOCTh, CONEpXaHWe W (YHKIUU YIPABICHHS, ITOPSIOK
BBIpAa0OTKH yYMPaBICHYECKOTO PELICHUS! M OPraHMu3aluio €ro
BBINTOJTHEHUS;

(hopMBI 1 METO/IBI MHCTPYKTAXXKa U 00yUYCHHUS COTPYTHUKOB;

OpraHM3allMOHHOE obecrieueHme JIOKYMEHTHPOBaHHUS
VOpaBICHUS ~ TMEPCOHAIOM WM TPYIOBOM  JESATEIBHOCTH
PabOTHUKOB.

IIpodeccuonanbHbIe KOMIIETEHITUA

OcCHOBHBIE BHIBI

Kon u HanMeHOBaHHE

IToxa3zaTe i 0CBOEHHSI KOMIIETEHIIUH

HAeATeTbHOCTH KOMIICTCHINH
OKkcutyaranus IIK 1.1. IIpon3BomuTh IIpakTHYecKHH ONBIT: YCTAHOBKA M HACTPOWKA
AaBTOMAaTHU3UPOBAHHBIX | YCTAHOBKY U HACTPOMKY KOMITOHEHTOB CHCTEM 3alUThl HH(POPMALIUH
(uHQOPMALIOHHBIX ) KOMITOHEHTOB ABTOMAaTH3UPOBAHHBIX (MH(OPMALMOHHBIX)
CHCTEM B ABTOMAaTH3UPOBAHHBIX CUCTEM
3aIHIIEHHOM (nH(OPMAIMOHHBIX) YMeHusi: OCYIIECTBIIATh KOMILIEKTOBAHHE,
HCIOJHEHUH CHCTEM B 3alLLHIIEHHOM KOH(UTYypHpOBaHUE, HACTPOUKY

UCIIOJITHCHUHU B
COOTBETCTBHH C
TpeOOBaHUSMHU

ABTOMATU3UPOBAHHBIX CUCTEM B 3allIMIIICHHOM
HCIIOJTHCHU U U1 KOMITIOHCHT CUCTEM 3allluThI
I/IHq)OpMaLII/II/I ABTOMATU3WPOBAHHBIX CUCTEM

9KCIUTyaTalliOHHON
JTOKyMEHTaI|H

3HaHMsA: COCTaB U MPUHLUIIBI pabOThI
ABTOMAaTH3UPOBAHHBIX CHCTEM, OTIEPAIIOHHBIX
CHCTEM U CPEJT; IPHHIMITBI Pa3paboTKu
aNTOPUTMOB MTPOTPaMM, OCHOBHBIX IPHEMOB
MIPOrpaMMHUPOBAHUST; MOAETH 0a3 JaHHBIX;
MPUHIMITEI TOCTPOCHU S, PU3NIECKuEe OCHOBBI




paboThI neprudepUHBIX YCTPOUCTB

IIK 1.2.
AJMUHUCTPUPOBATH
MPOrpaMMHBIE U
IpOrpaMMHO-aMIapaTHbIE
KOMITOHEHTHI
ABTOMATU3UPOBAHHOU
(nHQOPMAIIMOHHOIA)
CHCTEMBI B 3aLLHUILEHHOM
UCIIOJIHEHUU

IIpakTu4eckuii onbIT: aJIMUHUCTPUPOBAHUE
ABTOMAaTH3UPOBAHHBIX CUCTEM B 3aILUIIIEHHOM
VCIIOJTHEHUH

YMeHusi: opraHu30BbIBaTh, KOH(OUTYPUPOBATH,
IPOU3BOJUTH MOHTAK, OCYILECTBIIATh
JIMarHOCTUKY U YCTPaHSATh HEUCIIPAaBHOCTH
KOMITBIOTEPHBIX CeTel, paboTaTh ¢ CETEBBIMU
MPOTOKOJIaMU PA3HBIX YPOBHEM;

OCYIIECTBIISTh KOHPUTYPUPOBAHHE, HACTPOUKY
KOMITOHEHT CHCTEM 3alUThl HHPOPMAIIH
ABTOMATU3UPOBAHHBIX CUCTEM,

MIPOU3BOUTH YCTAHOBKY, aJalTalliI0 1
COIPOBOX/IEHUE TUIIOBOT'O TPOrPAMMHOI0
obecrieueHus, BXOJAILETO B COCTaB CHCTEM
3a1UThl HH(OPMAIUK ABTOMATU3UPOBAHHOM
CUCTEMBI

3HaHMSA: TEOPETUUECKIE OCHOBBI
KOMIIbIOTEPHBIX CETEH U UX alllapaTHbIX
KOMITOHEHT, CETEBBIX MOZEJIEH, TPOTOKOJIOB U
IPUHLMIIOB apecaluy

I1K 1.3. OGecneunBarh
OecriepeboiiHyIo paboTy
ABTOMATH3HPOBAHHBIX
(MHQOPMAITMOHHBIX )
CHCTEM B 3alUIIICHHOM
UCIIOJTHEHUHU B
COOTBETCTBHH C
TpeOOBaHUSIMHA
9KCIUTyaTalliOHHON
JIOKyMEHTAIIU!

IIpakTu4ecKuii ONbIT: SKCIUTyaTalus
KOMIIOHEHTOB CHCTEM 3aIlUThl HH(POPMALHN
ABTOMAaTHU3HPOBAHHBIX CHCTEM

YMeHus: HACTpauBaTh U yCTPAHSATh
HEHCIIPaBHOCTH [IPOrpaMMHO-alIapaTHBIX
CPEICTB 3alMThl HH)OPMAIIUK B KOMITBIOTEPHBIX
CETSIX 110 33JIJaHHBIM MpaBUIIAM

3HaHus: TTOPSIOK YCTAHOBKH U BBOJIA B
9KCIUTYaTaIHI0 CPEJICTB 3allUThl HH()OPMAIIUH B
KOMITBIOTEPHBIX CETSIX

[IK 1.4. OcymecTBisiTh
NPOBEPKY TEXHMYECKOTO
COCTOSIHUSI, TEXHUIECKOE
0o0CIyXKMBaHUE U
TEeKYIIMI PEMOHT,
YCTPaHSTh OTKa3bl U
BOCCTAHABIIMBATh
paboTOCIIOCOOHOCTh
aBTOMATH3HPOBAHHBIX
(MH(pOPMALIMOHHBIX )
CHCTEM B 3alUIIEHHOM
UCIIOJTHEHUU

IlpakTU4ecknii ONBIT: JUATHOCTUKA
KOMITOHEHTOB CHUCTEM 3aIlUThl HH(POPMAIIHN
aBTOMATH3WPOBAHHBIX CHCTEM, YCTPaHEHHE
OTKa30B M BOCCTAHOBJICHHE paOOTOCIIOCOOHOCTH
ABTOMAaTH3UPOBAHHBIX (MH(OPMALMOHHBIX)
CHCTEM B 3aIMIIECHHOM HCIIOJHECHHU

Ymenus: odecrieunBath pab0OTOCIIOCOOHOCTH,
OOHapyXUBATh U YCTPAHSATh HEHCIPABHOCTH

3HaHUSA: TPUHIIMITBEI OCHOBHBIX METO/IOB
OpraHu3aliy U [IPOBEIEHUS TEXHUUECKOIO
00CITy>KUBaHNS BEIYUCIUTEILHOW TEXHUKU U
JPYTUX TEXHUYECKHX CPEACTB MH(POpPMATU3AUU

B pe3ynbraTe ocBoeHMs PO(eCCHOHAIBHOIO MOLYJIS CTYIEHT JOJKEH:

HNmetsh
NMPaKTHYeCKUI
ONBIT

YCTaHOBKA U

HACTPOUKH

KOMITOHCHTOB

CHCTEM 3alUThl  HH(OPMALUH

ABTOMAaTH3UPOBAHHEIX (MH(OPMAIMOHHBIX) CHCTEM;

— aJMHHHCTPHPOBAHUS aBTOMATU3MPOBAHHBIX CHCTEM B 3aLUIIIEHHOM HCIOIHEHHNH;
— DJKCIUTyaTallid KOMIIOHEHTOB CHCTEM 3allMThl HH(POPMAIMK aBTOMATU3UPOBAHHBIX
CHCTEM;

— JIMaTHOCTUKU KOMIIOHEHTOB CHCTEM 3aIlUThl WH(POPMAIMK aBTOMATH3WPOBAHHBIX
CHUCTEM,  YCTpPaHEHUS  OTKa30B M  BOCCTAHOBJIEHHMA  pabOTOCIOCOOHOCTH
aBTOMATH3HPOBAHHBIX (MH(POPMAIMOHHBIX) CHCTEM B 3aIIUIIEHHOM HCIIOJHEHUH

yMeTh

— OCYIIECTBIISTH KOMILIEKTOBaHHUE, KOH(pUrypupoBasue, HACTPOMKY
ABTOMAaTU3MPOBAHHBIX CHUCTEM B 3AIIUIICHHOM FWCIIOJIHEHUH KOMIIOHEHT CHCTEM




3aIUThl HH(GOPMALUK aBTOMATH3UPOBAHHBIX CUCTEM;

— OpraHM30BbIBaTh, KOHYUI'YPHPOBATh, IPOU3BOIUTE MOHTAX, OCYIIECTBIIATh
JIUATHOCTUKY U YCTPAHATH HEHCIIPAaBHOCTH KOMITBIOTEPHBIX CETel, paboTarh ¢
CEeTEeBBIMH IIPOTOKOJIAMH Pa3HBIX YPOBHEH;

— OCYWIECTBJIITh KOH(MHUI'YpHPOBaHHE, HACTPOHKY KOMIIOHEHT CHCTEM 3aIlUThI
MH(POPMALIUK ABTOMATH3UPOBAHHBIX CHCTEM;

— TIPOM3BOJHUTH YCTAHOBKY, aJIaNTAI[MI0 M CONPOBOX/ICHHE TUIIOBOTO IPOrPaMMHOTO
obecriedeHns,  BXOAAINETO B COCTaB  CHCTEM  3alUTHl  WH(MOpMAIUH
aBTOMATU3MPOBAHHOW CHCTEMBI

— HACTpaWBaThb W YCTPAHSATh HEHCIPABHOCTH IPOTrPAaMMHO-ANNapaTHBIX CPEICTB
3aIIUTHI HH(OPMAIMU B KOMITBIOTEPHBIX CETSIX 110 33/JaHHBIM IIPaBHJIaM;

— obecneunBarh pabOTOCIIOCOOHOCTh, OOHAPYKUBATh U YCTPAHATh HEUCIIPABHOCTH

3HAThb

— COCTaB W MPUHIIHITBI paOOThI aBTOMATH3UPOBAHHBIX CUCTEM, OMEPAIIMOHHBIX CHCTEM
U Cpex;

— NPHUHIMIBI  pa3padOTKH  aJTOPUTMOB  TPOrpamMM,  OCHOBHBIX  IPUEMOB
MIPOrPaMMHUPOBAHHS;

— MozeiM 0a3 JaHHBIX;

— MPHHIUITBI TOCTPOCHHU S, (PU3HMICCKHUE OCHOBBI pabOThI EPHU(PEPUIHBIX YCTPONCTB;

— TEOPETUYECKHE OCHOBBHI KOMIIBIOTEPHBIX CETE W WX alapaTHbIX KOMIIOHCHT,
CETEeBBIX MOJIEJICH, TPOTOKOJIOB M TIPHHIIUIIOB aIPECaIIH;

— TMOPSIOK YCTAHOBKM M BBOJA B JKCIUTyaTallMIO CPEJCTB 3aIlUThl MH(GOPMALUK B
KOMITBIOTEPHBIX CETSX;

— NPHHIMIBI OCHOBHBIX METOJIOB OpPraHM3allid M TPOBEACHUS TEXHHUYECKOIrO
OOCITYy)KUBaHHUS BBIYMCIAUTCILHON TEXHMKH M JPYIMX TEXHUYECKHUX CPEACTB
WHpOpPMAaTH3AIINH.

1.2. KoanuyecTBO 4acoB, 0TBOAUMOE HA OCBOeHHE NMPO(PEeCCHOHATIBHOIO MOIYJIsI
Bceero 926 ugac, u3 Hux

Ha ocBoerne MJIK — 614 gacoB, B TOM uucie

Ha MPOMEXYyTOouHYI0 aTTectaiuio mo M/IK — 48 gacos,

Ha mpakTuku — 288 yacos




2. CTPYKTYPA U COAEP KXAHUE ITPOPECCHOHAJBHOI'O MO YJIA

2.1. Ctpykrypa npoeccuoHATIbHOT0 MOYJIs

O0beM npodecCHOHAIBLHOTO MOAYJIS, Yac.

O6BeM Oo6yuenne no MJIK, B gac. [pakTrku
Kozpt 06pagoBaTe B TOM YHCJIE
mpodeccrnonan HaumeHnoBanust paznenon N CamocrosT
BHBIX O0IIIX PO(HeCCHOHATHFHOTO MOYIIS JIPHOU BCETO, 71a00PaTOPHBIX U Kypeoras yricOHas MpOH3BONCTBEHHAA enbHas
KOMHCTGHHPIIZ IporpaMmbl, 4aCOB MpaKTHICCKHX pa60Ta IpaKTHUKa, IpaKTHUKa, pa60Ta
qac. 9 (poeKT), 4acoB 4acoB
3aHATHN 4acoB
I[IK 1.1. OK | Pa3nea 1 moayJusi. YcraHoBKa U
1-0OK 11 HacTpoika
aBTOMATH3W POBAHHBIX 266 234 138 — 36 - 20
(MHQOPMALIMOHHBIX) CUCTEM B
3aIMILEHHOM UCIOJIHEHUN
I[IK 1.2, IIK | Pazgex 2 Mmoaysi.
1.3, 1IK 1.4 | AamMuHUCTpHpOBaHHE
OK 1-OK aBTOMAaTU3HPOBAHHBIX 348 316 164 - 72 - 20
11 (uHGOPMALIMOHHBIX) CUCTEM B
3alMIIEHHOM MCIIOJHEHUHU
[Tpon3BoaCTBEHHAS MTPAKTHKA (10
MPOMUITIO CICIUATBHOCTH ), 4aCOB 180 180 B
(ecru mpexycMOTpEeHa UTOTOBast
(KOHIIEHTPUPOBAHHAS) TPAKTHKA)
IIpomeskyTOouHas aTTeCTALUA 40 40 — — — — _
DK3aMeH 1o
npodeccuoHaTbLHOMY MOYJTIO - - - — - - -
(IeMOHCTpaIIOHHBIN YK3aMEH )
Bcero: 926 838 302 — 36 180 40




2.2 TeMaTH4eCKHUIl IJIAH U cofep:kaHue npodeccnoHanbHoro moayJs IIM.01

HaumeHoBaHuUe pa3aesioB U TeM

npodeccuonanbuoro moayJs (IM), | Conep:kanue ydeGHOro MaTrepuasa, 1adopaTopHble padoThbl U MPAKTHYECKHE 3aHATHS, Oo0bem
MEeRIMCIUILINHAPHBIX KYPCOB caMoCTOsITeIbHAsA padoTa 00yJarommxcst 4acoB
(MIK)
1 2 3

Paznen 1 moayns. YcTraHoBKa M HACTPOMKA aBTOMATH3UPOBAHHBIX (MH(OPMAIIMOHHBIX) CUCTEM B 3allIMIIIEHHOM HCIIOJHEHUH 266
MJK.01.01 OnepauMoHHBbIe CHCTEMBI 164
Paznen 1. DjieMeHTHI T€OpHH ONePalMOHHBIX cucTeM. CBOIiCTBA ONMepalliOHHBIX CUCTEM
Tema 1.1. OcHoBBI TEOPUH Conep:xxanue 10
onepauMoOHHbIX CHCTEM Onpezenenue onepanroHHoN cucteMbl. OCHOBHBIE MOHSTUS. VICTOpUs pa3BUTHSI OLIEPALIOHHBIX CUCTEM.

Buner onepamonssix cucreM. Kitaccudukariys onepanyroHHBIX CUCTEM 10 Pa3HBIM IIPH3HAKAM.

OmneparonHas cucteMa Kak nHTepgeiic Mex Iy MporpaMMHBIM | anmapaTHbiM o0ecrieueHneM. CHCcTeMHBbIe

BBI30BBI. MccnenoBanus B 00I1aCTH ONEPAIMOHHBIX CUCTEM.
Tema 1.2. MamnHHO-3aBUCUMbIE U Conep:xanue 12
MAaIIMHHO-HE3aBUCUMbIE CBOMCTBA 3arpy3uuk OC. Mnunuanu3anus annapaTHeix cpeAcTB. Iponecc 3arpy3ku OC.
ONnepanmuoOHHBIX CHCTEM [Tepenocumocts OC. MammnHo-3aBucuMbie Moy OC. 3agaun OC mo ympaBiIeHUIO onepalusMu BBOa -

BbIBOZA. MHOrocioiHast MOZEJIb OACUCTEMBI BBOAA-BbIBOA. JpaiiBepsl. [lognepikka onepanuii BBoaa-

BEIBOJIA.

Pab6ora ¢ ¢aitnamu. daitioBas cucrema. Bupl daitioBbix cuctem. dusndeckas opranuzanys $haitioBoi

cuctembl. Tumsl (aiinos. daiioBeie onepaliy, KOHTPOJIb JOCTYIA K (aiiyiam.

Temaruka NpaKkTHYECKUX 3aHATHIA M J1a0OPaTOPHBIX padoT 12

Bupryansnsie mammnsl. Co3anue, Momudukanusi, padora

Ycranoska OC

Co3znaHue 1 U3ydeHue CTPyKTYpbl pa3/iesioB )KECTKOIO IUCKa

Onepanmu ¢ daimamu
Tema 1.3. MoayabHast CTPYKTypa Coaepxanue 4
OIlepPAHOHHBIX CHCTEM, Ox3051p0. Monens kineHT-cepsep. Pabora B pexxime nonb3oBaresst. PaboTra B KOHCOIBHOM PEXHME.
NPOCTPAHCTBO M0JIb30BaTeIsA 0O06010YKH ONEPALMOHHBIX CHCTEM.

TemaTuka NpakTHYeCKHUX 3aHATHI 1 J1a00PaTOPHBIX padoT 8

PaboTa B KOHCOJILHOM H I'pa)ueCKOM pexRUMax
Tema 1.4. YnpaBiienue namMsaThI0 Conep:xanue 4

OcHoBHOe ynpaBieHue namsteio. [loakauka. BupryanbHas maMsTh. ATTOPUTMBI 3aMEIIEHUsT CTPAHUII.

Bompocs! pa3paboTku cucTeM o CTpaHWYHON OpraHu3anuei mamstu. Bormpockr peammzanuy. CerMeHTarst

naMsITH

TemarTuka NpaKTHYECKUX 3aHATHIA M J1a0OPaTOPHBIX padoT 10




MOHI/ITOPI/IHF 3a UCITI0JIb30BAHUCM IIaMATHU

Tema 1.5. YnpasieHue npoieccamu,
MHOTOIIPOLECCOPHbIE CHCTEMbI

Conep:xanue

[Monsitue mpouecca. [Tonstue noroka. [ToHsTHE TIPHOPUTETAa U OYEPEIN MTPOIIECCOB, OCOOCHHOCTH
MHOTOIPOIIECCOPHBIX CUCTeM. MeXITpoIiecCOpHOE B3aMMOJICHCTBIE

[TonsTHE B3aMMOOIOKMPOBKH. Pecypchl, 0OHapyKeHHe B3anMOOIOKUPOBOK. V130eranne B3anMoOI0KHPOBOK.
[IpemoTBpamnieHre B3aNMOOJIOKHPOBOK

Temaruka NpaKkTHYECKUX 3aHATHIA M J1a0OPaTOPHBIX padoT

10

YipasiieHue npoueccamMmm?

Haburo/ieH1e 3a MCIOJIb30BAHHEM PECYPCOB CUCTEMBI

Tema 1.6. Bupryanuzanus u
00/1aYHbIe TEXHOJIOTHH

Conep:xanue

TpeboBanust, npuMeHsieMble K BUpTyanu3auun. [ unepsuzopsl. Texnonornu 3¢ peKTUBHON BUPTYaIN3aLHH.
Bupryanuzanus namstu. Bupryanuzanus BBoa-BeIBOa. BupryanbHelie ycTpoiicTBa. Bonpocsl
JIMLIEH3UPOBaHHUs

Oobnaunbie Texnonorun. Mccnenosanvsi B 001aCTH BUPTYaM3alliK U 00JIAKOB

TemaTuka NpaKTHYeCKHUX 3aHATHI 1 1a00paTOPHBIX padoT

W3zyuenne npumMepoB BUpTyanbpHbIX MammH (VMware, VBox)

Pazgen 2. bezonacHocTh ONEePAlMOHHBIX CUCTEM

Tema 2.1. IIpuHUMNIBI TOCTPOEHUSI
3amMThI HHGOpPMAaNUH B
onepanHoOHHbIX CHCTEMAaxX

Conep:xanue

Ionstue 6e3onacHoct OC. Knaccugukarus yrpo3 OC. Mcrounnku yrpo3 uHGOPMaIMOHHON 0€30ITaCHOCTH
1 00BeKTHI Bo3NeiicTBUS. [Topsiok obecnieueHns 6€30MacHOCTH WHPOPMAITHH TIPU SKCILTyaTal[uu
oneparoHHbIX cucrem. [lratHeie cpeacrea OC a1 3aUThl HHQOPMAIIUH.

AyTteHTH(UKaIKs, ABTOPU3ALIUS, Ay IHT.

TemarTuka NpaKTHYECKUX 3aHATHIA M J1a0OPaTOPHBIX padoT

12

YrpaBieHUE YUETHBIMU 3aMKACSAMU NTOJIB30BATENIE U JIOCTYIIOM K pecypcam

AyauT cOOBITHIA CUCTEMBI

I/I3y‘-IeHI/I€ IOTATHBIX CPCACTB 3aIINTBL I/IH(I)OpMaI_H/II/I B OIICPAlIMOHHBIX CUCTEMAX

Pasnea 3. Oco0eHHOCTH padoThI B COB

CMCHHBIX ONECPALMOHHBIX CUCTEMAX

Tema 3.1. OnepanuoHHbIE CHCTEMBI
UNIX, Linux, MacOS u Android

Coaep:xanue

00630p cuctemsl Linux. Ipomecce! B cucteme Linux. Ympasienue namsreto B Linux. BBoa-BeiBO/ B cucTeme
Linux. ®aiinosas cuctema UNIX.

OnepanuonHbie cucTeMbl ceMericTBa Mac OS: 0coOOCHHOCTH, TIPEUMYINECTBA U
HEJIOCTATKU.

Apxurekrypa Android. [Mpunoxenns Android

10

TemaTuka NpakTHYeCKHUX 3aHATHI 1 1a00PaTOPHBIX padoT

10

Coznanue quctpuObsrotuBalinux. YcraHoBKa.

Pabora B OC Linux.




Tema 3.2. OnepauuoHHasi cUCTeMAa Conep:xanue 4
Windows Crpykrypa cucremsl. [Iponieccel u motoku B Windows. Yripasiienue namsaTeio. BBoj-BeiBog B Windows.
TemaTuka NpaKTHYeCKHUX 3aHATHI 1 J1a00paTOPHBIX padoT 8
YcTanoBka 1 iepBrYHasi HacTpoiika Windows.
Tema 3.3. CepBepHble Conep:xanue 4
OnepaluOHHbIE CHCTEMbI OcnoBHoe HazHaueHue cepepHbix OC. Ocobennoctu cepBepHbix OC. Pacnpenenennsie daioBble CHCTEMBI.
TemarTuka NpaKTHYECKUX 3AHATHIA M JIA0OPATOPHBIX PadoT 10
Pabora c ceteBoii (hailsioBOH CHCTEMOIA.
Pabora c cepepnoii OC, nanpumep, AltLinux.
[MpumepHast TemMaTrKa caMocTosITeNbHON paboThl pu uzyuennd MJIK.01.01
Co3nanue BUPTyalbHON MaIIUHBI.
YcTaHoBKa OnepaMoOHHON CHCTEMBI. 10
Amnanus xxypHana ayauta OC Ha paboueM mecre.
M3ydyeHne aHaIMTHIECKUX 0030pOB B 00JIACTH MOCTPOCHHSI CUCTEM 0€30I1aCHOCTH ONIEPAIIMOHHBIX CHCTEM.
[Ipomexyrounas arrectanus no MJK.01.01 6
M/JK.01.02 ba3bl faHHBIX 102
Paznen 1. OcHoBBI TeOpUM 023 JaAHHBIX
Tema 1.1. OcHOBHbIE OHATHS Conep:xanue 4
Teopun 6a3 JaHHbIX. Moaesm [Tonsitrie 6a3pl naHHBIX. KOMIOHEHTHI clcTeMBbI 0a3 TaHHBIX: JaHHbIE, allllapaTHOE oOecreueHne,
JAHHBIX nporpaMMHoe obecreueHue, noas3osareiad. OTHOMOIb30BATENILCKIE U MHOTOIIOIb30BATEILCKUE CUCTEMBI 0a3
JMaHHbIX. MHTEerpupoBanHbie 1 o0mMe nanablie. OOBEKThI, CBOWCTBA, OTHOLIEHHS. [{eHTpann3oBanHOe
ynpaBJeHHE JaHHBIMH, OCHOBHBIE TPEOOBaHMSL
MO}ICJ]]/I JAaHHBbIX. I/IepapaneCKI/Ie, CETECBLIC U PCIIAIMOHHBIC MOACIIN OpraHu3aivy JaHHbIX.
[ocTpensioHHbIE MOAETH JAHHBIX.
TepmuHONOTUS pensuOHHBIX Monenei. Kimaccudukanus cynHocteit. [Ipenanuars npasmit Komma mis
ompeieeHNs] KOHICIIMH PEISILMOHHON MOACIIH.
Tema 1.2. OcHOBBI peJISIMOHHOM Conep:xanue 2
ajareopbl OCHOBBI persIMOHHON anreOpbl. TpaauinoHHbIe Onepanyy Haa oTHOEHUAMH. ClienuanbHble Ollepaluy Hal
oTtHowmeHusaMH. Onepanyy HaJ OTHOUICHUSMH JTONOJHEHHbIE JlefToM.
TemaTuka NpakKTHYeCKHUX 3aHATHI 1 1a00paTOPHBIX padoT 4
Onepauuy HaJl OTHOLIEHHUSIMHU
Tema 1.2. bazoBble noHATHS U Conep:xanue 2
KiIaccupuKanms cucremMm bazossie monsitust CYB/]. OcHoBHbie GyHKImH, peanusyembie B CYB/]. OcHoBuble komnoHeHTH CYB/I 1 nx
ynpasJjeHusi 0a3aMM JaHHBIX B3anmozeiicteue. Marepdeiic CYB/I. S3pikoBeie cpencrea CYB/I. Knmaccudukamms CYB/l. CpaBauTensHas
xapaktepuctiuka CYB/I. 3nakomctBo ¢ CYBJI (o BEIOOpY)
Tema 1.3. Lle1ocTHOCTh AaHHBIX kKak | Conep:kanue 2

KJII0YeBOe MOHATHE 023 TAHHBIX IToHsTHE NETOCTHOCTH M HEMPOTHBOPEYMBOCTH NaHHBIX. [IprMeprl HapyIIeHUs [IETOCTHOCTH U




| HENPOTUBOPEYMBOCTH JaHHBIX. [IpaBuia u orpaHuyeHus.

Pa3nes 2. IlpoekTnpoBanue 6a3 TaHHBIX

Tema 2.1. Undopmannonnbie
MoO/1eJIM PeJISIIUOHHBIX 0a3 JaHHBIX

Conepxanue

Tunsr I/IH(bOpMaHI/IOHHLIX MO,I[G.]'ICﬁ. Jlornueckue MOJCIN JaHHBIX. dusnueckue MOACIIN JaHHBIX.

TemaTnka NPpaKTHYECKUX 3aHATHI U J1a60paTOPHBIX padoT

HpOCKTI/IPOBaHI/IC I/IH(l)OJIOFH‘IGCKOfI MOJCIIM JaHHbIX

Tema 2.2. Hopmanm3sanus Tadanun
peJsinMOHHOI 0a3b1 JaHHBIX.
IMpoexTHpOBaHUeE CBSI3Ell MEKTY
Ta0JIHIAMH.

Coaep:xanue

HeobxonumocTs HopManu3anry. AHOMAIMHN BCTaBKH, ylaleHus U oOHoBieHus. [IpuBenenne Tabnuis! K
TIePBOM, BTOPOH M TpeThel HopMallbHbIM (hopMam. JlanbHelas HopManu3anus Tadmui. YerBepras u nsaras
HopMasibHbIE (popmbl. IIpuMeHeHre mpolecca HOpMasn3aluH.

TemaTuka NpakKTHYECKHUX 3aHATHI 1 1a00paTOPHBIX padoT

IIpoexTrpoBaHuE CTPYKTYpPbI 0a3bl JAHHBIX

Tema 2.3. CpeacrBa apToMaTu3aluu
NPOEKTHPOBAHUS

Coaep:xanue

CASE-cpencrsa, CASE-cucrema u CASE-rexnonorus. Kinaccudukamus CASE-cpencts. I'paduyeckoe
npeacTaBieHue Moneliel npoekrupoBanus. UML. Jluarpamma CyliHOCTb-CBSI3b, JUarpaMMa IOTOKOB JTaHHBIX,
JarpaMma mpereaeHTOB UCIIOIb30BaHMSL

TemaTnka NpaKTHYECKUX 3aHATHI U J1a00paTOPHBIX padoT

[IpoextrpoBanue 6a3pl JaHHBIX ¢ ucnonas3oBanueM CASE-cpencts

Pasnen 3. Opranu3aunus 6a3 JaHHBIX

Tema 3.1. Cozaanue 0a3bI JAHHBIX.
ManunyJupoBaHue TaHHBIMU.

Conepxxanue

Cosnanue 6a3pl JaHHbIX. PaboTa ¢ TabimiiaMu: co3anue TabIHIbl, H3MEHEHHE CTPYKTYPhI, HAITOJTHEHHE
Ta0JIMIbl JAaHHBIMH. Y TIPaBJICHHUE 3alMCAMU: 100aBIICHHE, PelaKTUPOBaHKE, yaleH e U HaBuranus. Padora ¢
0a30i1 JaHHBIX: BOCCTaHOBJIEHUE U cxarne. OTKpeITHE U MOAH(pUKAIHs JaHHBIX. KoMaHab! XpaHeHu s,
JI00aBJICHHS, PeITAKTUPOBAHMS, YIAJICHHS U BOCCTAHOBJICHHS JaHHBIX. HaBurarus mo Habopy TaHHBIX.

TemaTuka NpakKTHYeCKHUX 3aHATHI 1 1a00paTOPHBIX padoT

Cosnanue 6a3bl ganHbix cpeacrtBamu CYBJI. Pabora ¢ Tabimnamu: go0aBieHue, peAaKTHpOBaHue, yaaleHue,
HABMTaIWsI IO 3aITUCSIM.

Tema 3.2. Unaexcobl. CBSI3U MexKIY
TadauunamMu. O0beaHeHne Ta0J I

Conepxanue

ITocieoBarenpHEIH MOKCK HaHHBIX. COpTUPOBKA U (GUIBTpaIys JaHHBIX. HIeKCHpoBaHUe Ta0mII.
Paznmunblie THITBI HHACKCHBIX (aiinoB. Paboure o01actu u niceBmoHUMEL. CBs3b Tabwi. O0beaMHEHNE
Ta0JIHLI.

TemaTnka NpaKTHYeCKUX 3aHATHI U J1a60paTOPHBIX padoT

Cosganne B3aUMOCBS3eH

COpTI/IpOBKa, ITOMCK U (bI/I.]'II)TpaHI/ISI JAHHBIX

Croco0bl 00beAMHEHUS TaOJIHI]

Paznen 4. Ynpasiaenue 0a30ii 1aHHBIX ¢ nomombio SQL

Tema 4.1. CTpyKTYpPHPOBAHHBII

| Copepxanue




s13bIK 3ampocoB SQL

OO01mmas xapaKkTepucTUKa S3bIKa CTPYKTYPHPOBaHHBIX 3apocoB SQL. CTpPYKTYphI M THUIIBI IAHHBIX.
Cranpaprsl s3eika SQL. Komanap! onpenenenus JaHHBIX 1 MAHUIYJIMPOBAHHSI JAHHBIMHU.

TemaTnka NpaKTHYeCKUX 3aHATHI U J1a00paTOPHBIX padoT

Cosnanue 6a3pl JaHHBIX ¢ TOMOIILI0 koMana SQL. PenaktupoBanue, BCTaBKa U yIaieHUE JTaHHBIX
cpeacTBamu sizbika SQL

Tema 4.2. Oneparopbl U GyHKIMH
si3bika SQL

Conep:xanue

Crpykrypa komanzsl Select. Yenosue Where. Oneparops! U pyHKIMK IpoBepkH ycinoBuid. Jlornyeckue
omneparopsl. ['pynnoBeie GpyHkmu. @yHKImn 1aThl U BpeMeHd. CHMBOIbHBIE (DYHKIIHH.

Temaruka NpaKTHYECKUX 3aHATHIA M J1a0OPaTOPHBIX padoT

CO3,I[aHI/IC 1 UCIIOJIb30BAHUC 3aIIPOCOB. prHHHpOBKa 1 arpCrupoOBaHUC JAHHBIX

KoppennpoBaHHbI€ BIOKEHHbIE 3aIIPOCHI

Coznanue B 3ampocax BbIUHCISEMbIX Tosieil. Micnonp3oBanue ycioBHuid

Pasnen 5. Opranuszanms pacnpeaeéHHbIX 0a3 JaHHBIX

Tema 5.1. ApxuTeKTypbI
pacnpeneieHHbIX 0a3 JaHHbIX

Coaep:xanue

ApXUTEKTYpBI KIMEeHT/cepBep. JJOCTOMHCTBA M HEJJOCTATKHU MOAETEH apXUTEKTyphI KIIMEHT/cepBep U UX
BiusiHUE Ha pyHKroHupoBaHue cereBbix CYB/I. [IpoexTupoBanne 6a3bl JaHHBIX MOJT KOHKPETHYIO
ApXUTEKTYPY: KIIMEHT-CEPBED, pacrpe/iesieHHble 0a3bl JaHHbIX, MapajulesibHas 00padoTKa JaHHBIX.

OTMuus ¥ PEeuMyIIecTBa yAaJeHHBIX 0a3 JaHHBIX OT JOKANBHBIX 0a3 qaHHbIX. [IpenmyinecTBa, HeAOCTATKU
Y MECTO IPUMEHEHHMsI ABYX3BEHHOM U TPEX3BEHHOM apXUTEKTYPBHI.

TeMaTuka NpakTHYeCKUX 3aHATHI U JIA0OPATOPHBIX PadoT

YrpapieHue JOCTYIOM K 00beKTaM 0a3bl JaHHBIX

Tema 5.2. CepBepHasi yacTb
pacnpeneeHHON 0a3bl JaHHBIX

Conep:xaHue

[Inanuposanue u pa3séproBanue CYB/I s paboThl ¢ KIMEHTCKUMU TPUIIOKEHUIMHI

TeMaTuka NpakTHYeCKUX 3aHATHI U JIA00OPATOPHBIX PadoT

YcranoBka CYBJI. Hacrpoiika komnonenToB CYB/I.

Tema 5.3. Kinenrckaa 4acthb
pacnpenesieHHOii 6a3bl JAHHBIX

Conep:xanue

[Tnanuposanne npunoxennii. Opranu3anms naTepdeiica ¢ Mmok3oBaTesieM. 3HAKOMCTBO C MacTepaMu H
KOHCTPYKTOPaMH TP MPOeKTHpoBaHuH (HopM U oT4eToB. Tunbsl MeHto. Pabora ¢ MeHI0: co3fjanue,
MoauduKaIus.

Hcnonp3oBaHne 00bEKTHO-OPHEHTUPOBAHHBIX S3bIKOB IPOIPAMMHUPOBAHHUS JAJIs CO3/1aHHS KIIMEHTCKOM 4acTH
0a3bl maHHBIX. TeXHOJIOIMU TOCTYMA.

Ontumusanms npousBoguTensHocTH padborsl CYB/IL

TemaTnka NpaKTHYeCKUX 3aHATHI U J1a60paTOPHBIX padoT

Coznanue GopM U OTYETOB

Coznanue MeH1o. ['eHeparius, 3ammyck.

[IpodunupoBanue 3anpocoB KIMEHTCKUX MPHIIOKECHUH.




Pa3znes1 6. AnMUHUCTPHPOBaHUE M 0€30M1ACHOCTh

Tema 6.1. Obecnieuenue Conep:xanue 2
LEJIOCTHOCTH, JOCTOBEPHOCTH U Yrpo3ssl nenoctnoct CYB/]. OcHoBHBIE BUJIBI I TPUYMHBI BOSHUKHOBEHHUS YTPO3 1eI0CTHOCTU. CIIoCOObI
HEINPOTHUBOPEYMBOCTH JAHHBIX. nporuBojeicTBus. [IpaBuna, orpaHu4eHus.
[TonsiTHe XpaHUMOH mpoleaypsl. JIOCTOMHCTBA M HEJJOCTATKU MCIIOIb30BaHMSI XpaHUMBIX npouenyp. [lonstue
TpHUrrepa. S3bIK XpaHUMBIX IPOLETyp U TpUITEPOB. KackaiHble BO3AEUCTBH. YIIpaBiIeHUE TPAaH3AKIUIMHI U
KOIIMPOBAHHUE TIAMSITH.
TemarTuka NpaKTHYECKUX 3aHATHIA M J1a0OPaTOPHBIX padoT 2
Pa3paboTka XpaHUMBIX IPOLEAYP ¥ TPUTTEPOB
Tema 6.2. IlepexBar Coaep:xanue 2
HCKJIIOYHTEJIBHBIX CHTYAIlUil B TlonATHE UCKITIOUNTENBHON CUTYalUK. MATKAM U dKECTKUIN BBIXOJ U3 UCKIIOYUTENBLHON cuTyauuu. MecTo
o0padoTka oIIMO0OK BO3ZHMKHOBEHHSI UCKITIOUHTENBHON cuTyaruu. OnpeliesieHre Xapakrepa OMMOKH, BbI3BABIIICH
MCKJIFOYUTEJBHYIO CUTYAIIHIO.
Tema 6.3. MexaHu3Mbl 3aIIATHI Coaep:xanue 2
HHPOPMALNHMHU B CHCTEMAX CpenctBa naenTudukanun u ayrenrudukamnun. Oomme ceenenus. Opranuzaius sanmoneiictsus CYB/] u
ynpasJieHusi 6a3aMHu JaHHBIX 6azosoii OC. CpeactBa ynpasieHus 40cTynoM. OCHOBHBIE IOHATHUS: CYOBEKTHI U OOBEKTHI, TPYIIITBI
N10JIb30BaTEJIEH, IPUBUIIETUH, POJIM U NPE/ICTaBICHUS. SI3bIKOBBIE CPENICTBA Pa3rpaHUUEHUs JOCTya. Busl
MPUBUJIETUN: TPUBUIIETHHU O€301M1aCHOCTH | AocTyna. KoHnenmus u peaan3anus MexaHu3Ma poJie.
CootHoenue npas gocryna, onpeaesieMbix OC u CYB/I.
CpenctBa 3anuThl HHQOpPMaNUK B 0a3ax JTaHHBIX
TemaTuka NpakTHYecKHUX 3aHATHI 1 J1a00PaTOPHBIX padoT 2
YnpasieHue mpaBaMu J0CTyIa K 0a3zaM JaHHBIX
Tema 6.4. KonupoBanue u nepenoc Coaep:xanue 2
AaHHbIX. BoccTaHoBIeHMe TaHHBIX Co3znanue pe3epBHBIX KOMUK Beeld 0a3bl TAHHBIX, XKypHasa TPaH3aKIMH, a TAK)KE OHOTO WJIM HECKOJIbKUX
(haiinoB, unm ¢aiinoseix rpymi. [lapamienusm onepanuii Moau(UKaMK JaHHBIX U KONUPOBaHUS. THIIBI
PE3EPBHOIO KONUPOBaHUsA. YIIPAaBJIEHUE PE3CPBHBIMU KOIMAMU. ABTOMAaTHU3ALUs IPOLIECCOB KOIMPOBAHMUSL.
Boccranonienne TaHHBIX
TemaTuka NpaKTHYECKUX 3AHATHIA M J1a00PaTOPHBIX padoT 4
Ayaut nansbix ¢ nomoupto cpeacts CYB/I u Tpurrepon
Pe3epBHOE KOMMPOBaHUE U BOCCTaHOBJICHUE 0a3 JaHHBIX
[IpumepHas TeMaTka caMOCTOSITENBHOM paboTe! pu u3ydeHun MJIK.01.02
BrimonHnenne nHIMBUIYadbHOTO 3a0aHus o Teme «lIpoektrupoBanue HHPOIOTUIECKON MOIENN 0a3bl JAHHBIXY.
Brinonnenne nHAMBUYaabHOTO 3aJaHus 110 TeMe « HopManusaius oTHOIEeHUID.
[HoaroroBka pedeparos Ha Temy «Pazsutue CYB/]» (xonkpetHoit CYB/I). 10

BrinonHenne MHIUBHUTyanbHOTO 3a1anus 1o Teme «Co3nanue 06a3bl qanHbIxX. Co3nanue Tadnui. OpraHu3anus MeXTa0IMYHBIX CBA3CH
Brinonnenne MHIMBUYAIBHOTO 33a/IJaHUS TTO TeMe « OpraHu3aius 3aIpoCcoBy.
BrmonHenne nHANBHTYaTEHOTO 3aaHusI 10 TeMe «Co3aaHne MoIb30BaTeILCKOTo npuiokenns cpencreamu CYBly.




Pazbop cuHTaKcHca XpaHUMBIX TPOLEYP U TPUTTEPOB.
[ToaroroBka pedeparoB 1o Teme «Opranuzanys 1 UCHO0JIb30BaHUE MEXAHU3MOB 3aIHUThI 02361 JAHHBIX).

[Tpomexyrounas arrectarmst mo MJIK.01.02 6
[IprMepHBIe BUIBI CAMOCTOSITEIBHBIX paboT Ipu U3yUeHUH pas3nena 1| Momgys
CucremaTtrueckas mpopaboTKa KOHCIIEKTOB 3aHSATHH, y4eOHOM U clielMaIbHON TEXHMYECKOH TUTEepaTyphl (110 BollpocaM K maparpadam, riaBam
Y4eOHBIX TOCOOHI, COCTABICHHBIM MPETIO/IaBaTeIIeM )
[MoaroroBka K MpakTHYECKHM pabOTaM C UCIIOJIh30BAHHEM METOIMUECKUX PEKOMEHIAINH MperoaaBaressi, opopMIIeHHE MTPAKTHUECKUX paObOT, OTYETOB
K WX 3aIIUTe.
VYueOHast mpakTrKa pazziena | Moays
Buner pabor
YcTaHoBKa MporpaMMHOT0 00eCIieueH s B COOTBETCTBUH C TEXHHUYECKOHN JIOKYMEHTAITHEH.
Hacrpoiika mapameTpoB paboThI IPOrpaMMHOr0 o0ecieyeHnsl, BKIIOUasi CHCTEMBbI YIIpaBiIeHNs: 0a3aMu TaHHBIX.
HacTpoiika KOMIIOHEHTOB MOACUCTEM 3aIUTHl HH(OPMAIIUH ONIEPALOHHBIX CHCTEM.
YnparieHue y9eTHBIMU 3aTICSIME MTOJTb30BaTENEH . 36
Pabora B onepanmoHHBIX CHCTEMax ¢ COOJIIOIEHUEM ACHCTBYIOMIMX TPEOOBAHHH 110 31U Te HHPOpMAIIHH.
VYcranoBka 0OHOBJIEHHS IIPOrPAMMHOTO 00ECTIEUEHHSL.
KoHTpo:1b 11€710CTHOCTE MOACHCTEM 3alIUTHI HHPOPMAIUK ONIEPAIIHOHHBIX CUCTEM.
BrimonHenne pe3epBHOTO KOMUPOBAHKS M aBAPHHHOTO BOCCTAHOBJIEHHS Pab0TOCIOCOOHOCTH ONEPAlMOHHON CHCTEMBI M 0a3bl JAHHBIX
Hcnonp30BaHME IPOTrpaMMHBIX CPEACTB JAJIsl ApXUBUPOBAHMS MH(POPMALIUH.
Pazgen 2 MmoayJisi. AIMMHUCTPHPOBaHHE ABTOMATU3UPOBAHHBIX (MH(OPMALMOHHBIX) CHCTEM B 3allIMLLIEHHOM HCIOJHEHHH 348
MJK.01.03 Cetn u cucreMbl nepegayn nagpopmanuu 74
Pazpnen 1. Teopus TeJJeKOMMYHHKAIMOHHBIX CeTeH
Tema 1.1. OcHOBHBbIE IIOHATHS U Conep:xaHue 6
onpeeJeHust Kaccudukanus cucrem cBsizu. CooOmeHns v CurHaibl. BUbl 21eKTpOHHBIX cUTHANOB. CHIeKTpambHOe
npeacTaBieHre curaanos. Ilapamerpsl curaanos. O0beM 1 MH(pOpPMAIMOHHASI eMKOCTh CUTHAJIA.
Tema 1.2. IIpuHIHNIBI IepegavYn Conep:xkaHue 4
HHPOPMALMHU B CETHAX U CHCTEMaX Haznauenne n npunHimnel opranuzamnuu cereil. Knaccugukanus cereit. MHoroyposseBsiit noaxo. IIpotokon.
CBA3N Wnrepdeiic. Crek mpoTokoioB. TeneKoMMYHHKAITMOHHASI Cpeia.
Tema 1.3. TunoBbie KaHATBI Coaepxanue 6
nepesavyu U X XapaKTepUCTHKH Kanan nepenaun. CereBoli TpakT, TpyIoOBOM KaHal nepenadn. Anmnaparypa nu(poBbIX MI€3HOXPOHHBIX
cucteMm nepenaud. OCHOBHBIE TapaMETPhI U XapaKTEPUCTUKN CUTHAIOB. YIIPOIIEHHAS CXeMa OpraHU3aIlu
ka”ana TY
Temaruka NpaKkTHYECKUX 3aHATHI M J1a0OPaTOPHBIX padoT 8
Pacuer mponyckHoO#H cliocoOHOCTH KaHasa CBSI3H
Paznes 2. CeTn nepenayu JaHHBIX
Tema 2.1. Apxurexkrypa u Conep:xanue 6
NPUHIANBI Pad0THI COBPEMEHHBIX CtpykTypa u Xxapakrepuctuku cereil. CriocoOpl KOMMYTAIMH U IEpeaadyl JaHHbIX. Pacnipenenenue QyHKIuMiA




cereii nepeaavyu 1aHHbIX

110 CCTEMaM CETH M afpecarus nakeToB. MapupyTuzaiysi 1 ypaBjieHHe IOTOKAMH B CETSIX CBS3H.

[Tporokoins! 1 HHTEP(EHCH YIpaBIeHNS KaHAJIAMU M CETBIO Nepe/iadil JaHHbBIX.

TemaTuka NpaKTHYeCKHUX 3aHATHI 1 J1a00paTOPHBIX padoT 24
Kondurypuposanue cereBoro nnrepderica padboued CTaHINK
KongurypupoBanue cereBoro natrepderica MapuipyTuszaTopa mo nporokoiny IP
Koppekuus npobsiem uHTepdeiica MapuipyTu3aTopa Ha GU3MYECKOM U KaHAJILHOM YPOBHE
JlmarHocTrka u pazpelieHue npo0ieM ceTeBOro YpoBHs
JuarHocTrKa u pazpeuieHne npo0s1eM MPOTOKOIOB TPAHCIIOPTHOTO YPOBHS
JunarHocTrka u pazpeuieHne npo01eM NPOTOKOIOB MPHKJIAAHOTO YPOBHS
Tema 2.2. becnpoBoaHbIe CHCTEMBbI Coaep:xanue 4
nepenavu JaHHbIX BecnipoBosiHbIe KaHaus! cBsizu. becipoBoanbie cetn Wi-Fi. [IpenmyiiecTBa u 061acTh mprMEHEHHS.
OcHoBHBIE 371eMeHTHI OecipoBoHbIX cereil. CtannapThl 6ecipoBoaHbIX ceTed. Texnonmorust WIMAX
TemarTuka NpaKTHYECKUX 3AHATHIA M J1a00PaTOPHBIX padoT 8
Hacrpoiika Wi-Fi MmapiipyTusaropa
Tema 2.3. CoroBble u ciyTHMKOBBIe | Conep:kanue 4
CHCTEMBI [Tpunnune! QyHKIMOHMPOBaHUs cucTeM coToBOl cBsi3u. Ctanaaptel GSM 1 CDMA. CriyTHUKOBBIE CUCTEMBI
nepeaayn JaHHBIX.
[IpumepHas TeMaTHKa CaMOCTOATEIBHOM paboTh! mpu u3yuernn MJIK.01.03
Hacrpoiika Wi-Fi mapmipytu3aropa
Uzyuenne ceTeBbIX YTHIUT
KongurypupoBanue cereBoro uarepdeiica
MapuipyTuzanys 1 ynpaBjieHHE IOTOKAMH B CETSIX CBSI3U
IIpomexyTounas arrecrauus no MIK.01.03
MJIK.01.04 DkcnuryaTanus aBTOMaTH3HPOBAHHBIX (MHGOPMAIMOHHBIX) CHCTEM B 3aIMIIIEHHOM MCIIOJHEHUH 96
Paznen 1. Pa3padoTka 3alMILEHHBIX ABTOMATH3MPOBAHHBIX (HH(OPMaMOHHBIX) CHCTEM
Tema 1.1. OcHOBBI Conep:xanue 6
HH(POPMALMOHHBIX CHCTEM KaK [lonsarue apromMaTu3upoBaHHOMN (MHPOpPMaMoHHOI) cucteMbl OTinuurensHbe yepTsl AUC Hanbonee wacto
00beKTa 3alMThI. UCIIONb3YEeMBIX KJIacCHU(UKaIMIA: 110 MacmTaly, B 3aBUCUMOCTH OT XapakTepa HH()OPMAIMOHHBIX PECYPCOB,
M0 TEXHOJIOTMU 00pabOTKK AaHHBIX, 1O CIIOCO0Y JOCTYMA, B 3aBUCUMOCTH OT OPraHU3allii CUCTEMBI, IO
XapakTepy UCIOIb30BaHus HHQopManuy, 1o chepe npuMeHenus. [Ipumeps obnacreii npumenenust AVC.
Iponeccer B AUC: BBOM, 00paboTKa, BBIBOI, 0OparHas cBsi3b. TpedoBanusi k AVC: ruOKoCTh, HaJIS)KHOCTD,
3(hHEeKTHBHOCTH, 0€30MMaCHOCTb.
OCHOBHBIE 0COOEHHOCTH COBPEMEHHBIX MPoekToB AVC. DIeKTPOHHBII TOKyMEHT0000pOT.
TemaTruka NpakTHYeCKHUX 3aHATHI 1 J1a00PaTOPHBIX padoT 8
Paccmotpenne nprumMepoB (GyHKIMOHUPOBAHHS aBTOMATH3MPOBAaHHBIX HH(popMarmoHHbIX cucteM (EIAUC,
Poccwuiickasi ToproBasi cucTeMa, aBTOMAaTH3UPOBaHHasi HH()OpPMAIIMOHHAS CUCTEMa KOMITAaHUH )
Tema 1.2. JKu3HeHHBII UK Conep:xaHue 6




ABTOMATU3UPOBAHHBIX CUCTEM

[Tonsrtre sxuznernoro mukina AVC. [poueccs xxuznennoro mukina AVC: ocHOBHBIE, BCIIOMOTAaTENbHbIE,
opranmu3anuoHHeie. CTamuu sxu3HeHHoro 1ukia AVC: MoienpoBaHue, yrpaBiicHUe TpeOOBaHUSIMH, aHAIM3 H
MIPOCKTHPOBAHKE, YCTAHOBKA U CONPOBOXKIeHNE. Monem sxu3HeHHoro nukina AWC.

3aa4uu U 3Tarlbl MIPOEKTHPOBAHUS ABTOMATU3MPOBAHHBIX CUCTEM B 3aIIUIIIEHHOM UCIIOJIHEHNH. MeTo10noruu
npoektrpoBanus. Opranuzanus padoT, GYHKIMH 3aKa34HKOB M pa3pabOTIHKOB.

TpeOoBaHMs K aBTOMATU3UPOBAHHOM CUCTEME B 3aIIMIIEHHOM HCIIOHEHN . Pab0ThI Ha CTaIusAX U ATanax
CO3/IaHMsI ABTOMATH3WPOBAHHBIX CHCTEM B 3aIUIIICHHOM UCIIOMHEHHH. TpeOoBaHus 110 3aluTe CBEACHUMN O
C03/1aBaeMOl aBTOMAaTHU3UPOBAHHOM CHCTEME.

TemaTuka NpakTHYecKHUX 3aHATHI U JJa00pPATOPHBIX PadoT

Pa3pa60TKa TCXHUYCCKOI'O 3a/IaHNA Ha IPOCKTUPOBAHUC aBTOMaTHSHpOBaHHOﬁ CHCTCMBI

Tema 1.3. Yrpo3sl 6e30nacHoCTH
HH(popMauuu B
aBTOMATHU3HPOBAHHBIX CHCTEMAX

Conep:xanue

[ToreHumanbHbIe YIpo3bl 6E30M1aCHOCTH B aBTOMATH3UPOBAHHBIX cHcTeMax. VICTOUHUKN U 00BEKTHI
BO3JIeHCTBHS yrpo3 OezonacHocTr nH(popMariu. Kputeprn kiaccupukaniy yrpo3. MeToibl OleHKA
oracHoCTH yrpo3. bank ganHpIX yrpo3 6e3omnacHOCTH HHpopManmu

[onsarue yszBuMoctu yrpossl. Knaccudukanys ysa3BuMocTeil.

TeMaTuka NPakTHYeCKUX 3aHATUI U J1a00PaATOPHBIX PadoT

12

KareropupoBanue nH()OPMAIMOHHBIX PECYPCOB

Amnanu3 yrpo3 6e3onacHocTd HH(popMamu

HOCTpOCHI/IC MOJCJIN YTPO3

Tema 1.4. OcHOBHBIE MepPBI 3aALTUTHI
uH(popMauuu B
aBTOMATHU3NPOBAHHBIX CHCTEMAX

Conepxanue

OpraHu3anoHHbIe, IPABOBbIE, IPOrPaMMHO-aNNapaTHbIe, KPUITOrpaduIecKre, TEXHUIECKUE MEPbI 3aLUTHI
uH(opMaIuK B aBTOMaTU3HPOBAHHBIX CHCTEMAX.

HopmatuBHo-TipaBoBast 6a3a sl orpeiesieHusl Mep 3alIMThl HH(QOpMAIMi B aBTOMATH3HPOBAHHBIX
MH(POPMAITMOHHBIX CHCTEMaX M TpeOOBaHUN K HUM

Tema 1.5. Conep:kaHue U NOPSIOK
skcmuryarauuu AC B 3allIMIIEHHOM
UCTIOJIHEHHH

Coaep:xanue

10

Wnentndukaums u ayreHTHGUKALIMSI CYyOBEKTOB JOCTYIA U 00BEKTOB AOCTYIIA.
YnpasieHue JOCTYIOM CYOBEKTOB JIOCTYIA K 00bEKTaM JJOCTYIa.

OrpaHuueHue NporpaMMHON Cpelibl.
3aumiTa MaIIMHHBIX HOCUTENeH HHOpMaIU

Perucrpanus coObITHIT Ge301aCHOCTH

AnTtuBupycHas 3ammra. OOHapy)XKeHHe TPU3HAKOB HAJIWYHMS BPEIOHOCHOTO IMPOrPaMMHOT0 00eCIICYeHHSI.
Peanmzanus antuBupycHoi 3ammtel. OOHOBNIEHNE 0a3 JaHHBIX MTPU3HAKOB BPETOHOCHBIX KOMITBIOTEPHBIX
MIPOrpaMM.

OobHnapyxeHnue (MpeoTBpallicHre) BTOPIKEHHH

KonTtposis (aHanu3) 3ammieHHOCTH HHPOpMaIn
ObecneueHne 1eTOCTHOCTA MHPOPMAIIMOHHOM CHCTEMBI U MH(POPMAIHN
Obecneuenre 1OCTYNHOCTH HH(OPMaLH




Texnonorun Bupryamm3anuu. Llens coznanus. 3amaun, apxuTeKTypa 1 ocHOBHBIE (hyHKIHHU. [IpenmytecTBa
OT BHEJPEHUSL

3amuTa TEXHIYECKUX CPEJICTB.
3amuTa MHQOPMAIIMOHHON CUCTEMEBI, €€ CPEJCTB, CUCTEM CBSI3M U NIepeauu TaHHBIX

PCSCpBHOC KOIMUPOBAHHEC U BOCCTAHOBJICHUEC JJAHHBIX.

ConpoBOX/ICHNE aBTOMATU3UPOBAHHBIX CUCTEM. YTIPaBJICHHE PUCKAMH U WHIUICHTAMU YIIPABJICHUS
0€30I1aCHOCTEIO.

Tema 1.6. 3amura nuagopmanum B
pacnpeeJeHHbIX
aBTOMATHU3HPOBAHHBIX CHCTEMAaX

Conepxxanue

MexaHu3MBbI 1 METO/IBI 3aIIUTHI HHPOPMAINK B PACcIIpeIeICHHbIX aBTOMATU3UPOBAHHBIX CHCTEMAaX.
ApPXUTEKTypa MEXaHU3MOB 3aIlUThl PACIPEIECICHHbIX aBTOMATU3UPOBAHHBIX CUCTEM. AHAIN3 U CUHTE3
CTPYKTYPHBIX U ()YHKIMOHAJIBHBIX CXEM 3alMIICHHBIX aBTOMaTU3HUPOBAHHBIX HH(POPMAIIMOHHBIX CUCTEM.

Tema 1.7. OcobenHocTH pa3padéoTKn
UHGOPMALMOHHBIX CHCTEM
NePCOHAIbHBIX TAHHBIX

Coaep:xanue

Oobuwe TpeOboBaHMS 1O 3aIUTE IEPCOHANBHBIX JaHHBIX. COCTaB U COJIepIKaHUe OPraHU3aMOHHBIX U
TEXHHYECKUX MeP I10 3aIUTe WH()OPMAITMOHHBIX CUCTEM ITePCOHATBHBIX JaHHKIX. [[opsmok BEIOOpa Mep 1Mo
obecrnedeHunto 6€30MacHOCTH MePCOHANBHBIX JaHHEBIX. TpeOoBaHMS 0 3aIIUTE MEPCOHANBHBIX JaHHBIX, B
COOTBETCTBHHM C YPOBHEM 3aIUIICHHOCTH.

TemaTnka NpaKTHYeCKUX 3aHATHI U J1a60paTOPHBIX padoT

Onpenenenns ypopas 3amuiieHHoctd UCII/IH u BeIOOp Mep mo obecnieueHuto OezomacHoctu [1]1H.

Pazges 2.9kciuryatanus 3allMIIeHHBIX ABTOMATH3HPOBAHHBIX CHCTEM.

Tema 2.1. Oco0eHHOCTH
IKCIITyaTaul
aBTOMATHU3UPOBAHHBIX CHCTEM B
3AIMUINEHHOM MCIIOJTHEHUH.

Conep:xanue

Ananm3 uHGOpPMaIMOHHON HHPPACTPYKTYPhl aBTOMATU3UPOBAHHON CHCTEMBI U €€ OE30MTaCHOCTH.

MeTo/ibl MOHUTOPHHTA U ayIUTa, BBISBICHUS yTpo3 HHPOPMAIIMOHHOM 0€30M1acCHOCTH aBTOMAaTHU3UPOBAHHBIX
CUCTCM.

Copeprkanre 1 MOPSIIOK BBIOIHEHUS PadoT 10 3aumTe HHGOPMAaLUH IPH MOACPHU3ALIUH
ABTOMAaTHU3HPOBAHHON CHCTEMBI B 3AIIMIIEHHOM HCIIOJIHEHUH

Tema 2.2. AxMUHUCTPHPOBaHNe
ABTOMATHU3HPOBAHHBIX CHCTEM

Conep:xanue

3agaun ¥ QyHKIMH aJMUHUCTPUPOBAHMSI aBTOMATU3UPOBAHHBIX CHCTEM. ABTOMATH3AIlMs YIIPABICHUS CEThIO.
Opranu3anysi aIMUHUCTPUPOBAHHS aBTOMATH3UPOBAHHBIX CHCTEM. AIMUHUCTPATUBHBIN IEpCOHAI U pabora ¢
[I0JIb30BaTEJSIMU. YIIpaBJIeHUE, TECTUPOBAHHUE U SKCILTyaTallsl aBTOMATU3UPOBAHHBIX cUCTEM. MeToIbl,
crocoOBbl M CpeacTBa 00ecHeyeH s 0TKA30YCTOWUYMBOCTH aBTOMAaTH3UPOBAHHBIX CHCTEM.

Tema 2.3. /leATeJLHOCTH EPCOHAIA
N0 IKCILTYaTALHH
aBTOMATU3HPOBAHHBIX
(MH(OPMAIHOHHBIX) CHCTEM B
3alMIIEeHHOM MCIIOJTHEHUH

Conep:xanue

CopneprkaHre 1 NOPSIIOK JESTEIbHOCTH IIEPCOHANIA IO SKCILIyaTalluK 3aLIUIIEHHBIX aBTOMaTU3UPOBAaHHbBIX
CHCTEM M MOJICUCTEM 0€30IaCHOCTH aBTOMAaTH3UPOBAHHBIX cicTeM. OOIIre 0053aHHOCTH aJMUHUCTpaTopa
MHPOPMAaIIMOHHON 6€30MaCHOCTH aBTOMATHU3UPOBAHHBIX CUCTEM.

Tema 2.4. 3amura ot
HECAHKIIMOHUPOBAHHOTO IOCTYNA K

Coneprxanue

Ocnoeuble nmpuHIuIk 3amuTel 0T HC/I. OcHoBHble criocoosl HCJI. OcHOBHBIC HAapaBJieHHUS 00€CIICUCHHU S




uHpopmanuun

3amutsl 0T HCJI. OcHOBHBIE XapaKTepUCTUKH TexHudeckuX cpeAcTs 3amuTel oT HCJI. Opranm3zamms pabot
o 3amute ot HC/I.

Knaccudukaiys aBToMaTn3upoBanHbIX cucteM. TpeboBanus o 3anmre nHbopmaruu ot HCJI anst AC

Tpe6osanus 3ammenHoct CBT ot HC/I k undopmaruu

TpeboBaHus K cpeicTBaM 3alMThI, 00eceunBaroIIUM Oe3omacHoe B3aumoeiicteue ceteid OBM, AC
MOCPEJICTBOM YIPABJICHHS] MEKCETEBbIMHA IOTOKaMHU MH()OpMAaLIMK, U peali30BaHHbIX B Bujae MO

Tema 2.5. C3U ot HC/] Conep:xaHue 8
Hasznauenne u 0CHOBHBIE BO3MO>KHOCTH CUCTEMBI 3alIUThI OT HECAHKIIMOHUPOBAHHOT'O JOCTYIIA. ApXI/ITeKTypa
U cpenacTsa ynpasienus. OOmmuye NpuHUMGI yrpasieHus. OCHOBHbIE MEXaHU3MBI 3aIUTHI. Y IpaBJICHUE
ycrpoiictBamu. KoHTposns anmapaTtHoi KOHGUrypauun KoMnsiorepa. MzouparensHoe pasrpaHiyeHue 0CTyIa
K YCTPOMCTBaM.
VYnpasneHue 10CTYIIOM M KOHTPOJIb IedaTH KoHpuaeHnanbHol nupopmanuu. [Ipasuna paboTsl ¢
KOH(HUICHINAILHBIMHI pecypcamu. HacTpoiika MexaHn3Ma MOJHOMOYHOTO yIpaBiieHus noctymnom. Hactpoiika
perucTpanuy coObITHil. YIIpaBIeHHE PeKUMOM IIOTOKOB. YTIpaBJICHHE PEKUMOM KOHTPOJIS IeyaTu
KOH(HUICHIUAIBHBIX JOKYMEHTOB. Y paBjeHue rpudamMu KOHQUISHIMATbHOCTH.
ObecrieueHne 1EIOCTHOCTH HHPOPMAIIMOHHON CUCTEMBI ¥ WH(OPMAITUH
[leHTpasiM30BaHHOE YIIPAaBICHUE CUCTEMON 3aIUUThI, ONIEPATUBHBIN MOHUTOPHHT U ayAUT 0€30IaCHOCTH
TemaTuka NpaKTHYeCKHUX 3aHATHI 1 J1a00paTOPHBIX padoT 22
VYcranoBka u Hactpoiika C3U ot HCJ{
3amuTa BX0/a B CHCTEMY (MACHTU(HKAINS U ayTeHTU(HUKAIHS TT0JIb30BaTENeH )
PasrpannyeHue gocTyna K ycTpocTBam
YipasieHHe JOCTYIIOM
Hcnonp3oBanue IIPUHTEPOB JI IT€YATU KOH(pI/I,ZICHHI/IaJ'IBHBIX JAOKYMCHTOB. KOHTpOHb eyaTtu
HacTtpoiika cuctemsl 115 3a7a4 ayauTa
Hactpoiika KOHTpOJIS LIEJJOCTHOCTH M 3aMKHYTOM MPOrpaMMHOM CpeJIb
LleHTpaIM30BaHHOE YIPABJICHUE CUCTEMON 3aIlMThI, ONIEPATUBHBI MOHUTOPHHT U ayIUT 0€30MaCHOCTH
Tema 2.6. Dxcniryaranus cpeacTs Coaep:xanue 4
3amUThI HH(popMaLuu B [opsiioK YCTaHOBKH M BBOJA B SKCILTYaTAlMIO CPEICTB 3aIUTHl HHQOPMALIMN B KOMITBIOTEPHBIX CETSIX.
KOMIIBIOTEPHBIX CETAX [IpuHIUIIBI OCHOBHBIX METO/IOB OPraHU3AIMU U TPOBEIECHHS TEXHHUECKOro 00CTY>KUBAHHS BEIYMCIUTEIBHOMN
TEXHUKHU U APYTHX TEXHUUYECKUX CPeACTB HH(OPMATHU3ALIN
JuarHocTrka KOMIIOHEHTOB CHCTEM 3alIUTHl HH(OpMaIMK aBTOMAaTH3NPOBAHHBIX CHCTEM, YCTPaHEHHUE
OTKa30B ¥ BOCCTAHOBJIEHHE Pab0TOCIOCOOHOCTH aBTOMATU3MPOBAHHBIX (MH()OPMAIIOHHBIX) CHCTEM B
3alIUIIEHHOM HCITOTHEHUH
Hacrpoiika 1 ycTpaneHHe HEUCITPaBHOCTH ITPOTPAMMHO-AMIapaTHBIX CPEICTB 3alIUThl HHpOpMAaIuy B
KOMITBIOTEPHBIX CETSIX MO 33JJaHHBIM [TPaBUJIaM
TemaTruka NpakTHYeCKHUX 3aHATHI 1 1a00PaTOPHBIX padoT 4

YcTpaHeHHe OTKa30B M BOCCTAHOBJIEHHE Pab0TOCHOCOOHOCTH KOMIIOHEHTOB CHCTEM 3aIlMThl HH(opManuu




ABTOMATHU3HPOBAHHBIX CUCTEM

Tema 2.7. lokymeHTauus Ha 4 2
3aIMIIAeMYI0 OCHOBHBIE 3KCIITyaTalOHHBIE JOKYMEHTBI 3allUIIEHHBIX aBTOMAaTU3MPOBAHHBIX cHcTeM. PazpaboTka u
aBTOMATH3MPOBAHHYIO CHCTEMY BEJICHHE SKCIUTYyaTal[MOHHON TOKYMEHTAIMHU 3alUIICHHBIX aBTOMATH3HPOBAHHBIX CHCTEM. AKT BBOJIA B
IKCIUTyaTalfi0 Ha aBTOMaTHU3HUPOBAHHYIO CHCTEMY. TeXHUUECKH MacopT Ha 3alUIIAeM YO
ABTOMATH3HPOBAHHYIO CHCTEMY.
TemarTuka NpaKTHYECKUX 3AHATHIA M JIA0OPATOPHBIX PadoT 4
O(bOpMJ'IeHI/Ie OCHOBHBIX OKCILTyaTaHUOHHBIX TOKYMCHTOB Ha aBTOMATU3UPOBAHHYIO CUCTEMY.
[IpumepHas TemaTrKa caMOCTOsTENbHON padboThl pu n3yuennn M/IK.01.04
1. Pa3paboTka KOHIIETIUH 3aIHThI, aBBTOMATH3UPOBAHHON (MH(OPMAIMOHHON ) CUCTEMBI
2. Anaiym3 OaHKa JaHHBIX YTpo3 6e30macHocTH HH(GOpMaIuu
3. Anamm3s xyprana ayaura OC Ha pabouem Mecte
4. ITocTpoeHne CBOAHOW MaTPHULBI YIPO3 aBTOMATH3UPOBAHHOH (MHPOPMAIIIOHHOM ) CHCTEMBI 10
5. AHanM3 MOMUTHUK 0€30MaCHOCTH MH(OPMAIMOHHOTO 00BEKTA
6. N3yueHne aHATMTHYECKIX 0030POB B 00JIACTH IMTOCTPOSHUS CHCTEM 0E30TIaCHOCTH
7. AHanu3 MporpaMMHOr0 oOecriedeHnsl B 00JIacTH OMpeesieHns pUCKOB HHPOPMAIIHOHHON 0€30MMacCHOCTH 1 MTPOEKTUPOBAHMSI 0€30IaCHOCTH
nHpOPMAITUH
[Ipomexyrounas arrecrauus no MJIK.01.04 6
MJK.01.05. IkcruryaTanus KOMIBIOTEPHBIX ceTel 122
Paznes 1. OcHOBBI epeayd JaHHBIX B KOMIIBIOTEPHBIX CeTHAX
Tema 1.1. MoaeJsin ceTeBoro Conep:xanue 2
B3aMMO/ el CTBUSA Mogens OSI. Yporuu moxemu OSI. B3anMoneiicTeue Mexny ypoBHsMu. MHKancymsmus nanabix. OnucaHnue
ypoBHe# mogem OSLL
Mopens u crek mpotokonoB TCP/IP. Omucanue yposHei moxenu TCP/IP.
TemaTnka NpaKTHYeCKUX 3aHATHI U J1a00paTOPHBIX padoT 2
H3yueHne »ieMeHTOB KaOeIbHOHM CHCTEMBI.
Tema 1.2. Pusnyeckuii ypoBeHb Conep:xkaHue 2
moaesan OSI [lonarue muanm 1 KaHana cBsi3u. Curnanel. OCHOBHBIE XapaKTEPUCTUKN KaHasa CBS3H.
MeTo/1p! COBMECTHOT'O HCTIONB30BAHMS CpeJIbl Iepeadn KaHaua cBsi3u. MyJIbTHIIIIEKCHPOBAHNUE U METO/IBI
MHOKECTBEHHOT'0 JOCTYIIA.
OnTOBOJIOKOHHBIC JIMHUU CBSI3H
Crangaprsl Kabenei. DneKTpruiecKas IPOBOKA.
BecnipoBojiHas cpena nepegayu.
TemaTuka NpakTHYeCKHUX 3aHATHI 1 J1a00PaTOPHBIX padoT 2
Co3znanue cereBoro kadelsi Ha OCHOBE HedKpaHupoBaHHoU BuToi napel (UTP)
Caapka onTH4ecKoro BOJIOKHA
Tema 1.3. Tonosiorns Coaep:xanue 2
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KOMIIBIOTEPHDBIX cereil

[Monsitue Tomonoruu cetu. CeteBoe 000py0Banue B TONonoruu. O630p ceTeBhIX TOMOIOTHIA.

TemaTnka NpaKTHYeCKUX 3aHATHI U J1a60pPaTOPHBIX padoT

Pa3zpaboTka TOmooru ceTu HeOOIBIIOTO MPE T PUSITHSI

ITocTpoeHne 0JJTHOPAHTOBOH CETH

Tema 1.4.Texnonoruu Ethernet

Conep:xanue

0030p TEXHOJIOTHI TOCTPOCHUSI JIOKAJIBHBIX CETCH.

Texuonorust Ethernet. @usnueckuil ypoBeHb.

Texnonorust Ethernet. KananeHbiil ypoBeHb

Temaruka NpaKkTHYECKUX 3aHATHIA M J1a0OPaTOPHBIX padoT

W3yuenue anpecanyu kaHanbHOro ypoBHs. MAC-aapeca.

Tema 1.5. TexHo0rnu KOMMYTaNU

Coaep:xanue

Anroput™ npo3padHoro MocTa. Metoisl KoMMyTauu. TexHonoruu KoMMyTaiuu 1 Mozeib OSL

KoHCTpyKTUBHOE UCTIONHEHHE KOMMYTaTopoB. OU3nuecKkoe CTeKupoBaHue KoMMyTaTopoB. [IporpaMmHoe
o0ecredeHne KOMMYTaTOpOB.

O6IIII/IC IMPUHIUIIBI CCTCBOI'O )11/13a1‘/'1Ha. TpeXYpOBHeBaﬂ HCPAPXUICCKasd MOACIIb CCTU

Texuomnorus PoweroverEthernet

TemaTnka NpaKTHYECKUX 3aHATHI U J1a00paTOPHBIX padoT

Cozfanue KOMMYTHPYEMOI CeTH

Tema 1.6. CereBoii nporoxoa [Pv4

Conepxanue

CereBoii yposeHb. IIporokoin IP Bepcun 4. O01me GyHKIMH KJIACCOBOM U OSCKIIaCCOBOM aJipecaliy.
Brinenenue ajgpecos.

Mapuipyruzauus nakeros 1IPv4

IIpoToKOIBI AUHAMUYECKONW MapIIPYTH3ALHN

TemaTuka NpakKTHYeCKHUX 3aHATHI 1 1a00paTOPHBIX padoT

N3yuenue IP-agpecammu.

Tema 1.7. CkopocTHbIE 1
0ecrpoBOHbIE CETH

Coaep:xanue

Cers FDDI. Cets 100VG-AnyLAN
CBepXBBICOKOCKOPOCTHBIE CETH
becnipoBogHbIe ceTn

TemaTnka NpaKTHYeCKUX 3aHATHI U J1a60paTOPHBIX padoT

HacTtpolika 6ecripoBOTHOI0 CETEBOT0 000PYI0BAHHUS

Pa3ges 2. TexH0JO0rHM KOMMYTAIIMM M MAPIIPYTH3anuu coBpeMeHHBbIX ceTell Ethernet

Tema 2.1.
OcCHOBBI KOMMYTALUH

Conepxanue

OYHKIMOHIPOBAHNE KOMMYTATOPOB JIOKATEHOU CETH. APXHUTEKTypa KOMMYTaTopoB. Turbl naTEpdericon
KOMMYTaTOpOB.
YipaByieHHE IOTOKOM B MOIYAYIIJIEKCHOM M TYTUIEKCHOM PEKUMax.
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XapaKTepUCTHUKH, BIMSIOIIIE Ha IIPOU3BOUTEIIBHOCTE KOMMYTaTOpoB. O030p (DyHKIIMOHAIBHBIX
BO3MO)KHOCTEH KOMMYTaTOpOB

TemaTnka NpaKTHYeCKUX 3aHATHI U J1a00paTOPHBIX padoT

Pabora ¢ OCHOBHBIMU KOMaHIaMH{ KOMMYTaTOpa.

Tema 2.2.
HavyaabHas HacTpoiika
KOMMYTaTopa

Conepxxanue

CpenctBa ynpaBieHust KoMMmyTaTopamu. [logkmroueHre Kk KOHCOIN UHTepdelica KOMaHIHON CTPOKU
kommytaropa. [lonkmouenne Kk Web-untepdeiicy ynpaieHHs] KOMMYTaTopa.

HauanbHast koH(Urypamms KoMMyTaTopa. 3arpy3ka HOBOTO ITPOrpaMMHOT0 00ecIieueH sl Ha KOMMYTaTop.
3arpyska U pe3epBHOE KOMMPOBaHUE KOH(PHUTYpPaLMHd KOMMYTAaTOpa.

TemaTuka NpakTHYeCKHUX 3aHATHI 1 1a00PaTOPHBIX padoT

Komanps! 00HOBIIEHHS IPOIPaMMHOT0 00€CIIeUeHNsT KOMMYTaTopa U
COXpaHEeHH/BOCCTaHOBJICHHSI KOHPHUTYpalMOHHBIX (ailsioB

Komanzs! ynpasnenus tabnvnamu kommyraiud MAC- u IP-
anpecoB, ARP-TaGmis

Tema 2.3.
BupryanbHble J0KaIbLHBIE CETH
(VLAN)

Conepxanue

Tumsr VLAN. VLAN nHa ocHoBe mopToB. VLAN Ha ocHoBe ctanaapra IEEE 802.1Q. Crarudeckue u
nunamuyeckue VLAN. Iporokon GVRP.

Q-in-Q VLAN. VLAN Ha ocHoBe mopToB U npoTokoiioB — ctanaapt IEEE 802.1v. ®yHkiust
TrafficSegmentation

TeMaTuka NpakTHYeCKUX 3aHATHI U JIA0OPATOPHBIX padoT

Hactpoiika VLAN Ha ocHoBe crannapra IEEE 802.1Q

Hactpoiika nporokona GVRP.

HacTpoiika cermenTanmu Tpaduka 6e3 ucrnonbzoBanns VLAN

Hacrpoiika pysakiuun Q-in-Q (Double VLAN).

CamocrostenpHas padora o co3nanuto JIBC Ha ocHoBe ctarmapra IEEE 802.1Q.

Tema 2.4.
DYyHKINU NOBbINIEHUS] HATEKHOCTH
U MPOU3BOAUTEIbHOCTH

Conep:xanue

I[Tporokon Spanning Tree Protocol (STP). Ys3sumoctu mporokosia STP.

Rapid Spanning Tree Protocol. Multiple Spanning Tree Protocol.

I[OHOJ'IHI/ITGJ'H)HI)IG (bYHKI_II/II/I 3aIIUTBI OT IICTCIIb. AFpeFI/IpOBaHI/Ie KaHaJIOB CB3H.

TemaTuka NpakTHYecKHUX 3aHATHI 1 1a00PaTOPHBIX padoT

Hacrpoiika nmpoTokonoB caszytomero aepea STP, RSTP, MSTP.

HacTtpoiika ¢yHKIpu 3ammThl oT 00pa3zoBanus neress LoopBackDetection

ArperupoBaHue KaHaJoOB.

Tema 2.5.
Anpecanus ceTeBOro ypoBHsl M
MapIIPyTU3ALHUA

Conepxxanue

0O0630p agpecaryu cereBoro ypoHs. dopmuposanne noxcereii. becknaccosast agpecarus [Pv4. CriocoOsr
koH(purypamuu [Pv4-anpeca.
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[Ipotokon [Pv6. dopmupoBanue uaeHTrduUKaTopa HHTEpdetica.
Crnioco0b1 kordurypain [Pv6-aapeca.

[Tnanuposanne nosaceteit [Pv6. ITporoxon NDP.

Tlonsatue Mapupytuzanuu. JUCTaHIMOHHO-BEKTOPHBIE MPOTOKOJBI Mapiupytuzauu. IIporokon RIP.

TeMaTuka NPaKTHYECKUX 3aHATHI H JIA00PATOPHBIX PadoT

OcHOBHBIE KOH(HUTYpalMy MapuIpyTH3aTopa.

Pacmmpennble KOHQUrypauMu MappyTu3aropa.

Pab6ora ¢ nporokonom CDP.

Pa6ota c nporokonom TELNET. Pa6ota ¢ mpotokomnom TFTP.

Pabota c nporokomnom RIP.

Pabora ¢ mporokomnom OSPF.

Kongurypuposanue ¢pynkiuu mapmpytuzaropa NAT/PAT.

Kondurypuposanrie PPP u CHAP.

Tema 2.6.
KauectBo 00caay:kuBanus (QoS)

Coaep:xanue

Monem QoS. Ipuopuresaius naketo. Kiaccudukaims nakeros. MapkupoBka MakeToB.

Ynpasienue neperpy3kamMmy 1 MEXaHH3Mbl 00CTY)KUBaHUS ouepeei. MexaHn3M mpeoTBpaIleHHU s
neperpy3ok. KonTtpoins nosocsl nponyckanusi. [Ipumep HacTpoiiku QoS.

TeMaTuka NpakTHYeCKUX 3aHATHI U JIA0OPATOPHBIX padoT

Hactpoiika QoS. IIpuoputnzanus tpaduka. YupapieHue MoJI0COH IPOMyCKaHUs

Tema 2.7.

DyHk1un odecrnedeHust
0e30I1aCHOCTH U OTPAHUYEHUS
J0CTYNA K CeTH

Conep:xkanue

Crucku ynpasienust JoctynoMm (ACL). ®yHKIUK KOHTPOJS Hal TOAKIIOUEHHEM Y3JI0B K ITOpTam
KOMMYTaTopa.

Ayrentudukanus nonpzosareneii 802.1x. 802.1x Guest VLAN. @yukuuu 3aumtel HITY xomMmyTaTopa.

TemaTnka NpaKTHYeCKUX 3aHATHI U J1a00paTOPHBIX padoT

Crmcku ynpasienus gocrynoM (AccessControlList)

KoHTposp Haj NOAKIIOYEHHUEM Y3II0B K mopTaM KomMmyTtatopa. Pynkuus PortSecurity.

KoHTpous Ha/l MOJKITFOYEHIEM y3JI0B K moptam kommytatopa. yrkuus IP-MAC-Port Binding

Tema 2.8.
MHoroaapecHas paccbLIKa

Coaep:xanue

Anpecartust MHoroaapecHou [P-paccesinkin. MAC-anpeca rpynmnoBoil pacChUIKH.

[Moanucka u obcmykuBaHKUE TPYMI. YIPaBJIeHHUE MHOT0APECHON PACCHUIKON Ha 2-M ypoBHe Moneim OSI

(IGMP Snooping).®yukmus IGMP FastLeave.

TeMaTuka NpakTHYeCKUX 3aHATHI U JIA00OPATOPHBIX padoT

OrcnexuBanue TpaduKka MHOT0aAPECHOH PacChUIKH.

OrcnexuBanue Tpadpuka Multicast

Tema 2.9.
DYHKIHT yIPaBJICHHS

Conep:xanue

YpasneHue MHOKECTBOM KOMMYTaTopoB. [Iporokon SNMP.
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KOMMYTaTOpaMu RMON (Remote Monitoring). ®ysukius Port Mirroring.

Temaruka NpakTHYeCKUX 3aHATHI M J1a0OPaTOPHBIX padoT 4
OyHKIMY aHaJIM3a CETeBOro Tpaduka.
Hacrpolika mpoTokona ynpasieHus Tomnojorueit cetu LLDP.
Paznen 3. MexceTeBble IKPaHbI
Tema 3.1. Conepxanue 2
OcHOBHBIC IPHHIMIIBI CO3XAHUSA Knaccudukarms cereBbix atak. Tpuana 6e3onacHor UT-nHPpacTpyKTypBhl.
Ha/1esKH0ii u Oe3onacuoi UT- VYnpasnenue KoHGUrypauusMu. YTpaBlieHHE HHIUAECHTaMH. Vcrioap30BaHuEe TPeThel 10BEPEHHON CTOPOHBL
HHll)paCprKTypbl KpI/IHTorpa(queCKI/Ie MeXaHU3MbI 0€30I1aCHOCTH.
Tema 3.2. Conep:xxanue 2
Me:kceTeBble IKPaHbI TexHONMOrNM MeXceTeBbIX SKpaHoB. [lommTrka MexxceTeBOro sKkpana. MexxceTeBbIe IKpaHbl C BO3MOKHOCTIMHU
NAT.
Tonosorust ceTu Npy UCHONb30BaHUN MEKCETEBBIX 3KpaHoB. [lnaHupoBaHue 1 BHEAPEHNE MEXKCETEBOTO
JKpaHa.
TemarTuka NpaKTHYECKUX 3AHATHIA M J1a00PaTOPHBIX padoT 4
OCHOBBI 2/IMUHHCTPUPOBAHUS MEKCETEBOT0 DKpaHa
CoenuHeHHe IBYX JIOKAJBHBIX CETEH MEKCETEBBIMH IKpaHAMU
Co3nanne MoauTHKH 0€3 IPOBEPKU COCTOSHHUS.
Cozfranue MONMTHUK IS TPaAuIMOHHOTO (mimw ncxoysimero) NAT.
Cosznanue nmonutuk Juist nByHanpasieHHoro (Two-Way) NAT, ucnonssyst Merox pinholing
Tema 3.3. Conepxxanue 4
CucreMbl 00HapY/KeHHS U OcnoBHoe HazHavyenue IDPS. CnocoOsr knaccudukaunu IDPS. Bei6op IDPS. [lononaauTtensHbie
npeaoTBpaNIeHn s MIPOHUKHOBEHHUI WHCTPYMEHTAJIBHBIC CPEJICTBA.
TpeGoBanust opranu3anuu K GyHknuonuposanuio IDPS. Bosmoxxnoctu IDPS. PazseptriBanue IDPS.
CuuibHbIE CTOPOHBI U orpanudeHHocTh IDPS.
TemaTnka NPaKTHYECKUX 3aHATHIA M J1a00PATOPHBIX padoT 2
OOHapy:KeHHEe U IPEJOTBPALICHUE BTOPKEHHIH.
Tema 3.4. Conepxanue 4
IIpuopurusauus rpapuka u Cosnanue ajgbTepHATHBHBIX MAPIIPYTOB JIOCTyNa B MHTEepHET. [Ipuopurusaius Tpaduka.
CO3JaHNe ANBTCPHATHBHBIX Temaruka NpaKkTHYECKUX 3AHATHI M J1a00PaTOPHBIX padoT 2
MapupyToB Co3nanue ajgpTepHAaTHBHBIX MAPIIPYTOB C MCIOJIB30BAHUEM CTATUUECKOW MapIIpyTH3ALUN
[IpumepHas TeMaTHKa CaMOCTOATEIBHOM paboTh! mpu u3ydernn MJK.01.05
dusnyeckoe KOOAUPOBAHUE C HCIIOIb30BAHMEM MAaHUECTEPCKOI0 KO/Ia
Jlornyeckoe KOAMPOBAHKE C UCIIOTIH30BAHHEM CKPEMOIMPOBaHUS 10

[MoaxroueHre KareHTa K 0eCIIPOBOAHOM CETH B HHOPACTPYKTYPHOM PEKUME
Orenka 6eCTpOBOTHOM JIMHUN CBSI3H
[TpoekTupoBaHus OCCIPOBOIHON CETH




CO6op uH(popMaIuK 0 KIMEHTCKUX YCTPOHCTBAaX

[InmanupoBaHnye MPOU3BOAUTEIBHOCTH U 30HBI JIEHCTBHUSI OECIIPOBOTHON CETH
[MpennpoexrHoe oOce10BaHNE MECTa YCTAHOBKH OECIIPOBOTHOM CETH
Obecneuenre OTKa30yCTOMUMBOCTH B OECIIPOBOHBIX CETSIX

Pexumbl pabOTHI M OpraHU3aLHsl MTUTAHUS TOYEK JJOCTyIa

CermenTanus 0ecripoBOIHON CETH

Hacrpoiika QoS

[ocTmpoekTHoE 00CIIEIOBaHNE U TECTUPOBAHUE CETH

Coznanne ACL-cnimcka

Habmonenue 3a Tpapukom B cetn VLAN

OmnpeneneHue ysa3BUMBIX MECT CETH

Peanmuzanus Gynkunii obecrieueHnst 6€30MacHOCTH TOpPTa KOMMYTaTopa
Uccnenoanne Tpadurka

Co3nanue CTpyKTyphbl CeTH OpTraHUu3aluu

OnpeneneHne TEXHIYECKUX TPEOOBAHUHA

MOHHUTOPHHT TPOU3BOAUTEIBHOCTH CETH

Co3nanue quarpamMMbl JIOTHYECKON CEeTH

IMoaroroBka k 00cIe10BaHIIO 00BEKTA

O6cnenoBanre 30HbI OECTIPOBOTHOM CBSI3H

dopmynHpoBKa OOMIKX MEIeH MpoeKTa

Pa3zpabotka TpeboBaHM K ceTH

AHau3 CyIecTBYIOIIEeH CeTH

Onpenenenue XapakTEPUCTUK CETEBBIX MPUIIOKEHHUIH

AHaynm3 ceTeBoro Tpaduka

Onpenenenue NPUOPUTETHOCTH TpaduKa

N3ydenne kauecTBa 00CITyKMBAaHHS CETU

UccnenoBanue BiusHAA BuaeoTpaduka Ha CETh

Omnpezenenue MOTOKOB Tpaduka, OCTPOSHUE THUArPaMM ITOTOKOB Tpaduka
IIpuMeHeHrEe MPOEKTHBIX OrPaHUYEHUI

Onpezenenne MPOEKTHBIX CTPATETUil TSl AOCTHKEHUSI MaCIITaOUPyeMOCTH
Omnpenenenue CTpaTeruii MOBBIICHUS TOCTYITHOCTH

Onpenenenne TpeOOBaHMIA K 00ecTieueHUI0 0e30IIacCHOCTH

Paspabotrka ACL-cniuckoB Juis peanm3anuu HabopoB PaBUI MEKCETEBOr0 dKpaHa

Ucnons3oBanue CIDR s oGecniedennst 00 beTMHEHUS] MAPIIPYTOB
Onpenenenune cxemsl [P-agpecanun

Omnpenenenne kommaectsa [P-cereit

Co3nanue TabIHIIbI 1J1s BBIICTICHUST aJpECOB

CocTtaBieHHE CXEMBI CETH




AHanm3 maHa TECTHPOBAHUS U BHIITOJIHEHHE TECTa
Co3znanue MIaHa TeCTUPOBAHUS JIJIS CETH KOMILIEKCA 3AaHUN
IIpoekTrpoBaHue BUPTYaIbHBIX YACTHBIX CETEU

be3onacHas nepeaya JaHHBIX B OSCIIPOBOHBIX CETIX

[Tpomexyrounas arrecramms mo MJIK.01.05

[TpuMepHBIe BUIBI CAMOCTOSTEIBHBIX paOOT MIPU U3YUYSHUN pa3ieia 2 MOmyJIs

CucreMarrueckas IpopadoTKa KOHCIICKTOB 3aHATHH, yueOHOH M CHEIMaIbHOM TEXHUUECKOH JIUTepaTyphl (110 BOIpocaM K maparpadam, riaBam
y4eOHBIX MTOCOOMIA, COCTABJICHHBIM MPETIOAABATEIICM )

[TonroroBka K MpakTHIECKUM pabOTaM ¢ UCTIONH30BAHUEM METOAMYECKUX PEKOMEHIANNHN MpernoaBaress, ohOpMIICHHE TPAaKTHIECKUX padoT, OTUYETOB
K HX 3alIuTe.

VYuebOHast npakTuKa paszena 2 MOIyIs

Bunsr pabor

IIpoBenenrie aynnuTa 3aIIUINEHHOCTH aBTOMATHU3UPOBAHHOM CHCTEMBI.

YcTaHoBKa, HaCTPOIKa U AKCIUTyaTal|sl CeTEBBIX OIEPALMOHHBIX CUCTEM.

JlrarHocTrka COCTOSHHSI TOJICHCTEM 0€30MaCHOCTH, KOHTPOJIb HATPY3KH U PEKUMOB pabOTHI CETEBOM ONEepPaMOHHON CHCTEMBI.
Opranu3aist paboT ¢ yaJeHHBIMH XPaHMIIHIAMH JaHHBIX U 0a3aMU TaHHBIX.

Opranu3zaiys 3allyIIeHHON ITepelaul JaHHBIX B KOMITBIOTEPHBIX CETSX.

Brimonaenne MOHTa)ka KOMITBIOTEPHBIX CETEH, OpraHn3anus 1 KOH(PHUIYpHPOBaHHE KOMITBIOTEPHBIX CETEH, yCTaHOBIIEHHE M HACTPOIiKa apaMeTpoB
COBPEMEHHBIX CETEBBIX IIPOTOKOJIOB.

OcymiecTBiieHre JUATHOCTUKN KOMIILIOTEPHBIX CETeH, onpe/ieNieHre HEUCIPaBHOCTEN 1 cOOEB MOJICHCTEMBI 0€30MACHOCTH U YCTPaHEHHE
HEUCIPABHOCTEM.

3anojHeHne OTYETHOM TOKYMEHTAllUH 10 TEXHUUECKOMY 00CITyKMBAaHHIO U PEMOHTY KOMITBIOTEPHBIX CEeTeH.
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[Ipou3BoaCTBEHHAS IPAKTUKA

Bunp! pabor:

VYdactue B yCTaHOBKE U HACTPOHKE KOMIIOHEHTOB aBTOMAaTHU3HPOBAHHBIX (MH()OPMAIIMOHHBIX) CUCTEM B 3AIIMIICHHOM UCIIOJHEHHH B COOTBETCTBHH C
TpeOOBaHUSAMH KCILTYaTallHOHHON JOKyMEHTallu!

OOciry)uBaHHe CPECTB 3aLIUTH HHPOPMAIIUH MPUKIIAIHOTO U CHCTEMHOTO IIPOTPAMMHOr0 00eCieYeHUs

HacTpotika mporpaMMHOTo o0ecriedeHus ¢ COOI0IeHuEM TpeOOBaHNH 110 3amuTe HHpopMamn

Hacrpoiika cpesicTB aHTHBUPYCHOM 3aIUTHI TSI KOPPEKTHON padOTHI MPOrpaMMHOT0 0OECTICYEHHS 110 33 JaHHBIM I1a0JI0HaM
HuctpykTax nonp3oBarelneil 0 cOOII0IeHNN TPpeOOBaHHIA IO 3aIuTe HHGOPMAITIH IPU paboTe ¢ MPOrpaMMHBIM o0ecrieueHHeM
Hactpoiika BCTpOEHHBIX CPEJICTB 3alMTH HHPOPMALUH TPOrPaMMHOT0 00ECTICUSHH ST

[MpoBepka (HyHKIIMOHUPOBaHHS BCTPOSHHBIX CPEICTB 3ALUThI HH()OPMAIMU TPOrPaMMHOI0 00eCTICYCHHSI

CBoeBpeMeHHOe 0OHapYKEHHE TPU3HAKOB HAJMYHUS BPEIOHOCHOTO IPOrPAMMHOT0 00€CIIeUeHUS

OOcy)KMBaHHE CPEICTB 3ALIUTH HHPOPMAIIMU B KOMITBIOTEPHBIX CHCTEMAaX U CETSIX

OOciry)XMBaHHUEe CHCTEM 3alUTH HHPOPMAIIUK B aBTOMATU3NPOBAHHBIX CHCTEMAX

VYdactue B IPOBE/ICHUH PErJIaMEHTHBIX PAa0OT 110 IKCILTyaTalluy CUCTEM 3alllUThl HH()OpPMAIMK aBTOMATU3UPOBAHHBIX CHCTEM
[IpoBepka paboTOCHOCOOHOCTH CHCTEMBI 3alUTHI HH(OPMAITMHA aBTOMATH3UPOBAHHOM CUCTEMBI
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KoHTponb cooTBeTCTBHSI KOH(UTYpaIK CUCTEMBI 3aIUTH HH(POPMAIIMK aBTOMATH3HPOBAHHON CHCTEMBI €€ IKCIUTyaTalliOHHOM JOKyMEHTalu!
KoHTpo:ib cTabunbHOCTH XapaKTePUCTHK CUCTEMBI 3alIUTHI MHPOPMAIMK aBTOMAaTH3UPOBAHHONW CHCTEMBI

Benenne TexHnuecKoil JOKyMEHTAIUH, CBSI3aHHOM C SKCIUTyaTalieil CHCTeM 3aluThl HHPOPMALUU aBTOMATH3HPOBAHHBIX CHCTEM

YuacTue B paboTax 1o obecrnedeHuIo 3aInThl KHGOPMAIIMH [IPY BBIBOJIE M3 SKCILTyaTallMi aBTOMAaTH3UPOBAHHBIX CUCTEM

Ok3aMeH 1o npoheCCUOHaIbHOMY MOYJIIIO (IEMOHCTPALIMOHHBIM SK3aMeH )

Bcero
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2. YCJIOBHUSA PEAJIU3AIIMA ITPOT'PAMMBI YUEBHOM JUCIIUITIIAHBI

3.1 Jns peanu3anuu nporpaMmbl Npo¢ecCHOHATBHOIO MOAYJS JI0JIKHBI ObITh
NpeAyCMOTPEHBI CieAYyIlIie cClenaJIbHble IOMe IeHH

Peanuzanus mporpamMmbl ImpeanojaraeT Haiauyue ydeOHoro kabOuHera, sabopaTopuit
WH(OPMAITMOHHBIX TEXHOJIOTUH, MPOrpaMMHUpPOBaHUsS W 0a3 JaHHBIX, CETEH W CHCTEM Iepenadu
nH(OPMAITUH, TPOrPAMMHBIX U TIPOrPaMMHO-AIIAPATHBIX CPEIICTB 3aIUTHI HH()OPMAITUH.

Ob6opynoBanne yueOHOro kabnHeTa u pabounx MecT KaOuHeTa:

— pabouee MecTO penoaBaTels;

— TI0CaI0YHBIC MECTa I 00 yIarOIIHXCS;

— ayJIMOBH3YaJIbHBINA KOMILIEKC,

— KOMIUIEKT 00y4aromiero Marepruaia (KOMIJISKT PEe3CHTAIIHH).

O6opynoBanne mabopatopun ©  pabouux MecT Jjaboparopur WH(POPMAIMOHHBIX
TEXHOJIOTUiA, MPOrpaMMHPOBaHUS U 0a3 JaHHBIX:

— paboune Mecrta Ha Oaze BBIYHCIUTENBHOM TEXHHMKH, IOAKIIOUYEHHbIE K JIOKAJIbHOM
BBIYHCIIUTEIFHOU CETH U WH()OPMAIIMOHHO-TEJICKOMMYHUKAIIMOHHON ceTn MHTepHeT;

— nUCTpUOYTHB YCTAaHABIMBACMOMN ONEPAIIMOHHON CHUCTEMBI;

— BUPTyaJIbHAsI MallIMHA 1T paOOTHI C ONEePAIMOHHONW CUCTEMOM (TUIIEPBU30D);

- CYBJ;

— CASE-cpencTBa 11t mpoeKTUPOBAHUS Oa3bl IaHHBIX;

— MHCTPYMEHTAJIbHAS Cpe/ia IPOrpaMMUPOBAHHSI,

— TaKeT MPHUKJIAJIHBIX TPOrpaMM.

O6opynoBanue abopaTopuu U pabOYUX MeECT JIaOOpaTOPHH CETe W CUCTEM TNepeaadu
nH(popMaIuu:

— paboune Mecrta Ha Oaze BBIYHCIUTEIBHOW TEXHHWKH, IOAKIIOYEHHBIE K JIOKaJIbHON
BBIYHCIUTENHHONU CETH U MH(POPMAIIMOHHO-TEJICKOMMYHUKAIIMOHHON ceT MHTepHeT;

— CTCHAbI ceTel nepeaaun JaHHBIX;

CTPYKTypUpOBaHHas KabenbHas CUCTEMA;

AMYJISITOP (AMYJIATOPBI) aKTUBHOT'O CETEBOI'0 000PYAOBAHMUS;

— IporpaMMHOE 00€ecreueHue CeTeEBOro 000pyA0BAHMSL.

O6opyznoBanue n1adbopatopuu U pabouux MecT Jad0paToOpuu MPOrpaMMHBIX U IIPOrpaMMHO-
ammapaTHBIX CPENCTB 3aIIUTHl HH(pOpMaIuu:

— paboune Mecta Ha 0aze BBIYMCIUTEIBHOM TEXHMKH, IOAKIIOUYEHHbIE K JIOKaJIbHOMN
BBIYUCIMTEIbHOIN CeTH U MH(POPMALMOHHO-TEJIEKOMMYHUKAIIMOHHOM ceTn MHTepHeT;

— AHTUBUPYCHBIA IPOrpaMMHBIH KOMILIEKC;

— MpOrpaMMHO-aIIapaTHble CPEACTBA 3aIUUMTHl MHPOPMALUU OT HECAHKIMOHUPOBAHHOTO
J0CTYyIa, OJIOKUPOBKH JIOCTYIA U HAPYLIEHUS LIETOCTHOCTH.

3.2. UudpopMmanuonHoe odecrniedyeHue 00ydeHust

3.2.1. OcHOBHbIE NEeYATHbIE HCTOYHUKHU

1.T'octeB, U. M. OmnepauuoHHbIE CHCTEMBI : Y4YeOHHK U TMPAKTUKYM [UIi CpPEIHEro
npodeccruonansHoro obpaszoBanmsi/ WM. M.TocreB. — 2-e wu3a., ucnp. m jgom. — Mocksa :
M3narensctBo HOpaiit, 2024. — 164 c. — (IIpodeccuonanbroe obpazoanue). — |ISBN 978-5-



534-04951-0. — Tekcr : anekrponHbiid // O0pa3oBarenpHas miaatdopma FOpait [caiit]. — URL:
https://urait.ru/bcode/539078

2.T'ypuxos, C. P. Untepuer-texHonoruu : yuebHoe nocodbue / C.P. I'ypukoB. — 2-e u3f.,
nepepad. u gon. — MockBa : UHOPA-M, 2023. — 174 c. — (Bricuiee oOpa3oBaHue:
bakanaspuar). — DOI 10.12737/1044018. - ISBN 978-5-16-016517-2. - TekcT : 37€KTPOHHBIN. -
URL.: https://znanium.ru/catalog/product/1902731

3. MapopmanroHHble cucTeMbl U IU(POBBIE TEXHOJIOTUH : yuebHoe mocobue. Yacts 2 / moa
o6m. pen. nmpod. B.B. Tpopumona u B.1. Kusesa. — Mocksa : UTHOPA-M, 2021. — 270 c. —
(Bricmiee oopazoBanue: bakanaspuar). - ISBN 978-5-16-109771-7. - Tekcr : anexkrponnsiid. - URL:
https://znanium.com/catalog/product/1786660

4 Kypuno A.Il., Munocnasckas H.I'., Cenaropos M.IO., Toncroit A.M. Ympasrnenue
prcKamMH HHPOPMAIIMOHHOM 6e30macHOCTH. - 2-¢ u3l.- M.: ['opsiuas muaus-Tenexom, 2023.

5.MenbaukoB /1. MHpopMannoHHas 6€301MacHOCTh OTKPBITHIX cucTeM.- M.: @opym, 2013.

6.0mudep B., Omudep H. KommberoTepusie cetu. [IpUHIUIBI, TEXHOIOTHH, MPOTOKOJEI.
VYuebHuk, 5-e¢ uznanue — [utep, 2021.

7.CeTH U TEIIEKOMMYHMKALUY ;| Y4€OHUK U NPAKTHUKYM JUIsl CPEAHETO NMPO¢eCCHOHAIBHOTO
oopazoBanmsi / K. E. CamyiinoB [u ap.]; mom pemakumeir K. E. Camyiinosa, U. A. lllanumosa,
. C. KynsiboBa. — 2-e u3n., mepepad. m morm. — Mocksa : M3marensctBo FOpaiit, 2024. —
464 c.— (IlpodeccmonampbHoe obOpazoBanme). — ISBN 978-5-534-17310-9. — Tekcr
AIEKTPOHHBII /l O6pa3oBaTenbHast miathopma Opaiit [caiit]. — URL:
https://urait.ru/bcode/542157

8.Cunnnpin C.B. , baraee A.B. , Hamorun H.FO. Omnepaumonnbsie cucrembl — M.:
N3patensckuil HeHTp «Akagemus», 2019.

9. Ckpunauk J[. A. OOme BOnNpockl TEXHHYECKOW 3aIUThl HHGOpMAIuu: yaeOHoe mocoone
/ Cxpunuuk . A. —M.: UnrtepHer-Yuuepcurer Mudpopmannonnsix Texnomoruit (MHTYUT),
2019.

10. Tanenbaym 3., Yazepomn /. Komnsrorepusie cetu. 6-¢ uzn. — [utep, 2023.

11. ®omunués, B. M. Kpunrtorpaguueckrne meToas! 3auThl HHGopMauu B 2 4. YacTsb
2. CucTeMHbIC M TIPUKJIAIHBIC ACIEKTH : yueOHUK st By30B / B. M. ®omunués, /I. A. MenbHHKOB ;
non penaknueit B. M. ®omuuéBa. — Mocksa : MU3narensctBo HOpaiit, 2024. — 245 c. — (Bricmiee
obpazoBanme). — ISBN 978-5-9916-7090-6. — Tekcr : »nekrpoHHBId // OOpa3oBarensHas
matgopma KOpaiir [caiiT]. — URL: https://urait.ru/bcode/537383 (nata obpamenus: 15.02.2024).

3.2.2. /lonotHUTEIbHbIE IeYATHbIE HCTOYHUKH:

1. bepukamBuiu, B. [II. OcHOBBI pasn03JE€KTPOHUKU: CUCTEMBI Nepenayu MHGOpMaIUH :
yaeOHoe Tocodue i cpeqHero npodeccuonansHoro obpasosanus / B. 111, bepukamBumm. — 2-¢
u3n., ucnp. u gom. — Mocksa : M3natensctBo FOpaiit, 2024. — 105 c. — (IIpodheccuonansHoe
obpazoBanue). — ISBN 978-5-534-10493-6. — Tekcr : snextpoHHblii // OOpa3oBaTenbHas
mwiatdopma KOpaiit [caiit]. — URL: https://urait.ru/bcode/542059

2.boprcoB M.A. Oco0eHHOCTH 3alIUTHI IEPCOHATBHBIX JAHHBIX B TPYAOBBIX OTHOLICHHSIX.
M.: JIu6poxom, 2020. — 224 c.

3.BuykoB, A. A. 3amuTa nHpOpManuHu : yaeOHOe mocodue st By30B / A. A. BHykoB. — 3-
e u3n., mepepab. u jgom. — Mocksa: WznmatenbctBo FOpaiit, 2024. — 161 c.— (Boicmee
obpazoBanme). — ISBN 978-5-534-07248-8. — Tekcr : snextponublii // OOpa3oBaTenbHas
iatdopma HOpaiit [caiit]. — URL: https://urait.ru/bcode/537247


http://www.ozon.ru/brand/4006831/

4.BuaykoB, A.A. OcHOBb WH(MOPMAIMOHHONW O€30MaCHOCTH: 3amuTa WH(OopMaIuy :
yaeOHoe mocobue sl cpenHero npodeccnoHansHoro oopazosanus / A. A. BHykoB. — 3-¢ u3m.,
nepepad. u gom. — Mocksa : U3marensctBo Opaiit, 2024. — 161 c. — (Ilpodeccuonansuoe
obpazoBanue). — ISBN 978-5-534-13948-8. — Tekcr : snextpoHHblii // OOpa3oBaTenbHas
mnatgopma FOpaiit [caiiT]. — URL: https://urait.ru/bcode/542340 (nata oopamenus: 15.02.2024).

5. Aubpos, M. B. Cetu u TenekommyHukanuu. Mapmpyruzanus B IP-cetsx : yueOHUK U
MPAaKTUKYM I cpeiHero npogdeccuonansHoro oopazosanus / M. B. [Ilubpos. — 2-e u3z., nepepad.
nu pon.— MockBa: WsnmarensctBo [Opaiir, 2024.— 423 c.— (IIpodeccuonanpHoe
obpazoBanue). — ISBN 978-5-534-16551-7. — Tekcr : snexTpoHHBIM // OOpa3oBaTenbHas
wiatdopma FOpaiit [caiit]. — URL: https://urait.ru/bcode/544930

6.3amstuna, O. M. MHPOKOMMYHHKAIIMOHHBIE CUCTEMBI U ceTH. OCHOBBI MOJICTUPOBAHUS !
yaeOHoe mocodue JJ1st cpeaHero nmpodeccruonanbHoro oopazosanus / O. M. 3amstuaa. — Mockaa :
W3narensctBo HOpaiit, 2024. — 167 ¢. — (IIpodeccuonanbroe obpazoanue). — |ISBN 978-5-
534-17558-5. — Tekcr : anekrpoHHbId // OOpa3oBarenbHas miatdopma FOpait [caiir]. — URL:
https://urait.ru/bcode/542346

7.3enkoB, A.B. Wudopmannonnas Oe30macHOCTh M 3ammTa WHQOpMaAnuH : ydeOHOE

nmocobue nus By30B/ A. B. 3eHkoB. — 2-¢ m3xd., mepepab. m gom. — Mocksa : M31aTenscTBoO
Opaiit, 2024. — 107 c.— (Boicmee o6pasoBanme). — ISBN 978-5-534-16388-9. — Teker :
AIEKTPOHHBII /l O6pazoBaTenbHast miathopma Opaiit [caiiT]. — URL:

https://urait.ru/bcode/544290.

8.Kazapun, O. B. HanexHocTts u 6€30macHOCTh MPOrpaMMHOr0o olOecrnedeHus : yueOHoe
nocobue mnsi By3oB/ O. B. Kazapun, U.b. lllyounckuii. — Mocksa : M3gatensctBo FOpaiir,
2024. — 342 c. — (Bwicuiee obpazoBanue). — ISBN 978-5-534-05142-1. — TekcT : 2JIeKTPOHHBIHA
// Obpa3zoBarenphas miathopma FOpaiit [caiit]. — URL: https://urait.ru/bcode/539995

9.Kazapun, O. B. OcHoBBI HH(POPMALIMOHHON OE30MaCHOCTH: HA/IKHOCTh U 0€30MacCHOCTh
IPOrpaMMHOro obecreueHus : yueOHOe Mocodue I CpeaHero mpoheCcCHOHaILHOro 00pa3oBaHus /
O.B. Kazapun, MW.b. lllyounckuii. — Mocksa: W3natensctBo IOpaiit, 2024. — 342 c. —
(ITpoeccuonansroe obpazoBanue). — ISBN 978-5-534-10671-8. — Tekcr : >MeKTPOHHBIA //
O6pa3zoBarensHas matdopma FOpaiit [caiit]. — URL: https://urait.ru/bcode/542339

10. Kazapun, O. B. IIporpamMmmHoO-anmapaTHele CpeCcTBa 3alIUTHl HH(GOpMAKH. 3ammTa

IIporpaMMHOro oOecnedeHus : Y4eOHMK U IPaKTUKyM [UIsl CPEJHEro MHpodeccuoHalbHOro
obpaszoBanusi / O. B. Kazapun, A.C.3a6abypun. — Mocksa : U3narenscrso FOpaiit, 2024. —
312 c.— (Ilpodeccuonanproe obOpazoBanue). — ISBN 978-5-534-13221-2. — Teker
AIEKTPOHHBII /l O6pazoBaTenbHast miathopma Opaiit [caiit]. — URL:
https://urait.ru/bcode/543631.

11. Koduep M., Linux. ITonHoe pykoBoactso — [Tutep, 2011. — 800 c.

12. Jlamonmna O.P. OCHOBBI ceTeBOi 0€30MaCHOCTH: KPUIITOrpaduiueckue aaropuTMbl U
IIPOTOKOJIbl B3aUMOJEHCTBUSA: YueOHoe mocolue.- 2-¢ u3n., ucnp.- M.: MHTepHeT-YHuBepcuTer
UT; BUHOM. Jlabopatopus 3uanuii, 2007.- 531 c.

13. Mamok A.A., [Mazuzun C.B., Iloroxxun H.C. BBenenue B 3ammury MHGOpManuu B
aBTOMAaTU3MPOBAHHBIX cucTeMax: YueO. [TocoOue nmst By30B.- 3-e¢ u3f., crep. M.: ['opsiuas nuHus,
2005.- 147 c.

14, OpraHuzalliOHHOE W TMPaBOBOE oOecreueHne HHPOPMAIMOHHOW OE30MacCHOCTH :
yu4eOHMK M TPaKTHKyM IS CpeaHero mnpodeccruoHanbHoro obpazoBanus/ T. A. [Tonskosa,
A. A. Crpenbiios, C.TI.YyOykoBa, B. A. HuecoB ; orBercTtBeHHble penaktopsl T. A. Ilomsikosa,
A. A. CtpenbuioB. — Mocksa : UznatensctBo HOpaiit, 2024. — 325 c. — (IIpodeccuonansuoe


https://urait.ru/bcode/542346
https://urait.ru/bcode/542339
https://urait.ru/bcode/543631

obopazoBanme). — ISBN 978-5-534-00843-2. — Tekcr : anekTpoHHbId // OOpa3zoBaTenbHas
wiatdopma FOpaiit [caiit]. — URL: https://urait.ru/bcode/537691

15. TIlapteixa T. JI., [TonoB U. U. OnepanuoHHble cucCTEMBbI, Cpeibl U 000J0UYKU: yueo.
nioc. 17t ctynentoB CITO — M.: @opym, 2021. — 544 c.

16. PyccunoBuuy M., Comomon J[., Buyrpennee ycrpoiictBo MicrosoftWindows.
OcHOBHBIE ITOACUCTEMBI OnlepalinoHHoN cucteMsl — [Tutep, 2019. — 672 c.

17. Illep6ak, A.B. HWadopmanronHas O€30MaCHOCTh : YYEOHHK JJIsI CPEIHEro
npodeccruonanbHoro obpazosanusi / A. B. lllepbak. — Mocksa : U3znatensctBo Opaiit, 2024. —
259 c.— (Ilpodeccuonampuoe obOpazoBanue). — ISBN 978-5-534-15345-3. — Tekcer
ANEKTPOHHBII /l O6pa3oBaTenbHast mathopma Opaiit [caiiT]. — URL:
https://urait.ru/bcode/543873

3.2.3. [lepuoanuecKkue U3IAHUA:

1.Kypnaner Chip/Yumn: KypHasm 0 KOMIBIOTEPHOH TEXHUKE Mg MPO(PECcCHOHAIOB U

OIIBITHBIX M10JIb30BATENIEH;

2. Kypuaner 3anmra nadopmanuu. Uucaiin: MudopmanmoHHO -MeTOaMYeCKI i Ky pHAI

3. Unpopmannonnas 6e300acHOCTh peruoHoB: HayuHO-TTpakTHYEeCKUi Ky pHAT

4.Bonpocel  kubepbesonacHocTd.  Hayunsld, nepuoauueckui, HMHPOPMALMOHHO-
METOJMYECKUN XKypHal ¢ 0a30BOM crienuanu3anueil B o6sactd MHPOPMALMOHHON 6€301acHOCTH. .
URL: http://cyberrus.com/

5.be3onacHocts uMHGOpManMOHHBIX TexHonoruil. Ilepuoanueckuil  peneH3UpYyeEMbIit
Hay4HbId )xypHan HUSAY MU®U. URL: http://bit.mephi.ru/

3.2.4. DeKTPOHHbIE HCTOYHUKHU:

1. UndopmarnimoHHO-CIIpaBOYHAsI CUCTEMA 11O JOKYMEHTaM B 00JIaCTH TEXHUYECKOH 3aIlUThI
uHdopmanuu Www.fstec.ru

2. MadopmannonHblit mopTan mo 6e3omacuoct WWW.SecurityLab.ru.

3.00pazoBarenbHbIC MOPTAIbI MO PA3IMYHBIM HANpaBICHUSAM OOpPA30BaHMUS M TEMaTHUKE
http://depobr.gov35.ru/

4.Poccuiickuit Omomerpudeckuii mopran WwWw.biometrics.ru

5. Caiit xxypHana Madopmanmonnas 6ezonacHocTs http://www.itsec.ru —

6. Caiitr HayuHoii a1ekrporHoii Oubmmorekn Www.elibrary.ru

7.CnpaBouHo-TIpaBoBas cucrema «l'apanm» » Www.garant.ru

8. CripaBouHo-1ipaBoBas cucrema «KoncynpranT [Troc» www.consultant.ru

9. ®enepanbHas ciayx0a 1Mo TeXHHYECKOMY M dKcropTHOMY KoHTpoio (PCTIK Poccun)
www.fstec.ru

10. ®epepanpubiii  moprtan  «MHPOPMAIMOHHO-KOMMYHUKAIIMOHHBIE  TEXHOJIIOTUH B
obpaszoBanum» htpp\\:www.ict.edu.ru

11. ®enepanbhblii moprai «Poccuiickoe odOpasoBanue WWw.edu.ru
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3. KOHTPO.Jb Y OIEHKA PE3YJIbTATOB OCBOEHMS
YYEBHOW JUCHUTLINHBI

Kon 1 HanmeHoBaHne
npodecCHOHANBHBIX U
OOIIIMX KOMIIETEHIIHH,
(dhopmupyembie B paMKax
MOYJIs

Kpurepun ouenku

Mertonp! OIleHKH

IIK 1.1. ITpon3BomuTh
YCTaHOBKY M HACTPOUKY
KOMITOHEHTOB
ABTOMAaTU3UPOBAHHBIX
(uHQOPMALIMOHHBIX )
CHUCTEM B 3aIMIIEHHOM
HCIOJHEHUH B
COOTBETCTBHH C

JIeMOHCTpHUpOBaTh YMEHUS
YCTaHOBKH U HACTPOHKH
KOMIIOHEHTOB aBTOMAaTHU3UPOBAaHHBIX
(MH(pOPMALIMOHHBIX) CHCTEM B
3aIUIIECHHOM UCIIOJIHEHNH B
COOTBETCTBHHU C TPEOOBAHHSIMU
9KCIUTYaTallHOHHOW JOKYMEHTAlU!

TECTUPOBAHHE,

9K3aMEeH KBaJIH(pUKAIMOHHBIH,
AKCIIEPTHOE HAOJIOICHHUE BBITIOIHEHUS
J1a00pPaTOPHBIX PadoT,

AKCTIEPTHOE HAOJIOACHHE BBITIOHEHUS
MPaKTUIECKUX pador,

OIICHKA PEIICHNUS CUTYallMOHHBIX 3a7ad,
OIIEHKA TIpoIiecca U pe3yiIbTaToB

TpeOOBaHUSIMU BBITTOJIHEHUS BUJIOB pabOT Ha IPaKTHUKE
IKCIUTyaTallMOHHOHI

JOKYMEHTAlIHU.

K 1.2. [IposiBnenue ymeHnus u TECTUPOBAHHUE,

AIMUHUCTPUPOBATh [IPaKTUYECKOI'O OIbITA 9K3aMEeH KBaJIH(pUKalMOHHBIH,

MIPOrpaMMHBIE U
MIPOrpaMMHO-arapaTHbIe
KOMIIOHEHTBI
ABTOMAaTU3HPOBAHHOU
(uHpOpMALIMOHHON)
CHCTEMBI B 3alIUIIIEHHOM
UCTIOTHEHHH.

aJIMUHHUCTPUPOBAHUS IPOTrPAMMHBIX
U TIPOTrpaMMHO-aIIapaTHBIX
KOMIIOHEHTOB aBTOMAaTH3HPOBAHHON
(nH(OPMAIIMOHHOW) CUCTEMBI B
3aIUIEHHOM UCTIOIHEHUT

IKCTIEPTHOE HAOJIOCHHUE BBITIOIHEHUS
nabopaTopHBIX pabdor,

IKCTIEPTHOE HAOJIOCHHE BBITIOIHEHUS
MPAKTUIECKUX pador,

OIICHKA PEIICHUS CUTYallMOHHBIX 3a71a4,
OLICHKA MIPOLECCa U PEe3yIIbTaTOB
BBIIIOJIHEHHSI BUIOB PaOOT Ha MPaKTHKE

IIK 1.3. ObecneunBars
Oecriepeboiinyto paboty
aBTOMATH3HPOBAHHBIX
(nHQOPMAITMOHHBIX )
CHCTEM B 3aLUIICHHOM
HCITIOJIHEHUH B
COOTBETCTBHU C

[IpoBenenue mepednst paboT 1Mo
obecrnieueHuto OecriepeOoiHoN
paboTHI aBTOMaTU3UPOBAHHBIX
(MH(pOPMALIMOHHBIX) CHCTEM B
3aIIMIIEHHOM HCTIOTHEHUH B
COOTBETCTBHHU C TPEOOBAHHSIMU
9KCIUTyaTallHOHHON JOKyMEHTaIlu1

TECTUPOBAHHKE,

9K3aMeH KBaJIH(pUKAIMOHHBIH,
AKCTIEPTHOE HAOJIOCHHE BBITIOIHEHUS
J1a00paTOPHBIX PadoT,

AKCTIEPTHOE HAOIIOCHHUE BBITIOIHEHUS
MPaKTUIECKUX pador,

OIICHKA PEIICHHUS CUTYallMOHHBIX 3a/1a4,

TpeOOBaHUSIMHU OLIEHKa MTpoLECCca U PE3YIBTATOB
9KCIUTyaTallMOHHOH BBIIIOJIHEHNS BUJOB pabOT HA MPAKTUKE
JIOKYMEHTAlVH.

[IK 1.4. OcymecTBisiTh
MPOBEPKY TEXHUUYECKOTO
COCTOSIHUS, TEXHUYECKOE
00CITyXKMBaHHUE U TEKYIIHN
PEMOHT, yCTPaHSTh OTKAa3bl
1 BOCCTaHAaBJIUBATh
paboTocmocoOHOCTh
aBTOMAaTH3HPOBAHHBIX
(uHQOPMALIOHHBIX )
CHCTEM B 3aIUIIIEHHOM
WCIIOJTHEHUH.

[TposiBAATH 3HAHWS U YMEHHS B
MPOBEPKE TEXHUIECKOTO COCTOSIHUS,
MPOBEACHUN TEKYIIIETO PEMOHTA U
TEXHUYECKOro 00CITyKUBAHUS, B
YCTpaHEHUH OTKA30B U
BOCCTaHOBJICHUH
paboTocrocobHOCTH
aBTOMATHU3UPOBAHHBIX
(uH(OpPMALIOHHBIX) CHCTEM B
3aIIMIIEHHOM HCTIOTHEHUH

TECTUPOBAHHE,
9K3aMeH KBaJIH(pUKaIMOHHBIH,
AKCIIEPTHOE HAOJIOCHHE BBITIOIHEHUS
J1a00pPaTOPHBIX PadoT,

AKCIIEPTHOE HAOJIOCHHE BBITIOIHEHUS
MPaKTUIECKUX PadoT,

OIICHKA PEIICHHUS CUTYallMOHHBIX 337124,
OIICHKA TIpoIiecca U pe3yibTaToB
BBINTOJIHEHHS BUIOB Pa0OT Ha MPAKTUKE




